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Preface 
 
 
 
 
 
 
 
 

A poster and demo session is organized as part of the first international school on 
cyber-physical and sensor networks (SensorNets 2009). In addition to the courses 
given by the experts, this session gives an opportunity for the participants to 
present unpublished demonstrations and posters with novel applications and 
innovative early ideas. It also provides a forum for exchanging experiences and 
establishing potential future collaborations. This proceedings includes the extended 
abstract of 18 posters and 3 demonstrations, all proposed by the SensorNets 2009 
participants and selected by the technical program committee. The papers cover a 
large spectrum of the wireless sensor networks topics ranging from protocol design 
(MAC, routing, security issues) to various applications (environment monitoring, 
target tracking, real-time, homecare and medical systems).  
We would like to thank all the authors for their contributions to the success of this 
poster and demo session. We also thank the reviewers for their constructive 
comments, which allowed the authors to improve their poster and demo abstract. 
 With this proceedings at the hand, you will get a first idea about the together of 
posters and demos. This will allow you to engage the in-depth discussions with the 
authors of the posters and demos during the session. 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 Mounir Frikha and Ye-Qiong Song 
 Posters & Demos Co-Chairs, SensorNets 2009 
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Abstract—Link quality estimation is a basic component for
MAC, routing and topology control protocols in Wireless Sensor
Networks (WSNs). Several Link Quality Estimators (LQEs)
have been proposed, but none of them has been the subject
of a thorough experimental evaluation. Evaluating LQEs is of
paramount importance to the design and operation of WSNs.
In this demo, we present LQE-TB, a Testbed for the evaluation of
link quality estimators. Our TestBed (TB) includes (i.) hardware
components that are based on Universal Serial Bus (USB)
technology and (ii.) a software tool to control and analyze the
experiments. Our TB is useful to understand the characteristics
of low-power links in WSNs and to help higher layer protocols
designers choose the most suitable LQE.

I. INTRODUCTION

WSNs are energy constrained networks. Thus, there is a
need to optimize the communication process by understand-
ing wireless links characteristics and integrating link quality
estimation techniques at higher layer protocols, namely MAC,
routing and topology control protocols. Particularly, efficient
routing protocols should integrate a link quality estimation
technique to forward data over links having good quality to
improve network throughput and lifetime. More importantly,
the accuracy of the LQE impacts greatly the efficiency of
communication protocols in maintaining acceptable network
performance. Therefore the experimental evaluation of link
quality estimation solutions is a requisite step, before being
integrated at higher layer communication protocols. Such ex-
perimentation requires performing data measurement through
packet statistics collection.
Several TBs have been designed for WSNs experimentation
[1]–[5]. However, only [1] and [5] have been devoted to link
quality measurements. [1] is a program running under Emstar
system [6] gathering statistics on packet delivery by using
Mica2 motes. Being featured by CC1000 ChipCon, Mica2
makes [1] unsuitable for the evaluation of all LQEs as it
doesn’t allow the computation of LQE based Link Quality
Indicator (LQI) metric. [5] is a promising recent TB analyz-

ing single-hop 802.11 or 802.15.4 networks links properties.
However it does not offer modules for LQE evaluation. In
addition, some tasks in [5] are performed manually, especially
the designation of the experimental nodes.
Being inspired by [5] TB, we have designed and implemented
LQE-TB, a TestBed for the evaluation of Link Quality Esti-
mators. Our TB offers several facilities allowing for extensive
experimentations enabling a thorough evaluation of LQEs.

II. LQE-TB OVERVIEW

LQE-TB allows researchers to analyze and understand the
statistical properties of LQEs, independently of collisions and
routing. These statistical properties allow for the performance
analysis of these LQEs. The different hardware and software
components of LQE-TB are shown in Fig. 1 and Fig. 2 and
described in the rest of this section.

A. Hardware components

The hardware components of LQE-TB include the motes,
the USB backbone and the laptop PC (Fig. 1).

Motes: Our TB supports platforms integrating an Universal
Serial Bus (USB) such as TelosB or Tmote sky. The motes
are programmed in nesC over TinyOS 2.x environment.

USB backbone: All the motes are connected to a standard
laptop PC using a combination of USB cables and active USB
hubs constituting an USB backbone. This backbone is used as
a logging/control channel between the motes and the PC.

B. Software components

LQE-TB includes a software tool composed of two inde-
pendent applications, as shown in Fig. 2: The first, developed
in java, is the Experiment Control Application (ExpCtrApp). It
provides a graphical interface enabling (i.) motes programming
and control, (ii.) network configuration, and (iii.) data logging
into a MySQL database. The second application, developed
in Matlab, is for an off-line data analysis (DataAnlApp). It
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Fig. 1. LQE-TB hardware components

provides a second graphical interface allowing for LQEs, com-
putation, tuning, and performance analysis (including graph
generation). Next, the above facilities are described.

Motes programming: The set of bidirectional communi-
cation rules between motes/motes or motes/ExpCtrApp are
defined in a NesC application. The compilation of this ap-
plication using TinyOS environment returns the binary code
that will be installed on the motes. The ExpCtrApp detects the
motes connected to the PC and offers the facility to program
them by installing automatically the binary code.

Network configuration: Using ExpCtrApp, the user can
specify a set of parameters, including the traffic pattern,
number of packets, inter-packet interval, packet size, radio
channel, transmission power, link layer retransmissions on/off
and maximum retransmission count. Once these settings are
communicated to the motes, they start performing their tasks.

Data logging: The main task of the motes is to exchange
data traffic in order to collect packet statistics such as se-
quence number, received signal strength, background noise,
etc. Packet statistics are sent though serial channel to the
ExpCtrApp, which in turn stores them into a MySQL database.

Motes control: The ExpCtrApp controls the data trans-
mission according to the traffic pattern set at network con-
figuration phase. In fact, we considered two traffic patterns:
Bursty and synchronized traffics: Given a link Ni↔Nj ; for
the Bursty traffic, Ni sends a first burst of packets to Nj .
When it finishes, it notifies the PC, to allow Nj sending its
first burst of packets to Ni. This operation is repeated for a
pre-fixed number of bursts. As for the synchronized traffic, Ni

and Nj are synchronized to exchange packets (one packet a
time). The PC sends a command to each mote indicating the
beginning of transmission time so that the mote sends its data
in an exclusive time slot (to avoid collisions).

Data analysis: The collected statistics of the various ex-
periments are stored in a database. The DataAnlApp connects
to the database and processes the stored data to derive link
quality estimates, at each estimation window. To analyze the
statistical properties of LQEs, the DataAnlApp proposes (i.)
a set of statistical metrics, such as the CV (Coefficient of
Variation), the CDF (Cumulative Distribution Function) and
the CC (Correlation Coefficient), and (ii.) pertinent figures,
such as the temporal evolution of link quality estimates.

III. EVALUATION OF LINK QUALITY ESTIMATORS

A pre-simulation studied LQEs [7] have been implemented
under LQE-TB. To assess their performance, we have de-
ployed 49 TelosB motes positioned in circular topology. Then,
we have conducted extensive experiments by varying different

Fig. 2. LQE-TB software components

Fig. 3. CV of LQEs under different settings

settings impacting the link quality. We compared the stability
property of these LQEs for the different settings as showed
in Fig. 3 by computing the CV of their estimates. Such
information helps higher layers protocols designers knowing
the most resistive LQE to transient fluctuations in the link
quality.

IV. CONCLUSION

In this demo, we have presented LQE-TB a testbed to auto-
mate the process of experimentally evaluating the performance
of LQEs. This TB is useful for the optimized design and
operation of WSNs.
The current version of LQE-TB studies only statistical proper-
ties of LQEs. We are currently extending LQE-TB capabilities
to be able to assess the impact of LQEs integration in routing
context.
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Abstract—The growth of sensor networks during the last years
is a fact. That’s why many applications demand the use of several
nodes, even hundreds or thousands to solve different problems
in data acquisition and control in different environments, taking
advantage of this technology. Each system is composed by many
nodes, these nodes must be capable of sensing, processing and
communicating physical parameters. In this paper, we have
developed a wireless sensor network system that can monitor
the temperature of the environment in a real time manner. The
used plateform is from Texas instrument.

Keywords :Wireless sensor networks, Basic RF, ZigBee,
System-on-Chip CC2430, IAR Embedded Workbench.

I. INTRODUCTION

The application of Wireless Sensors Networks (WSNs) have
risen in last years. In fact, many industrials, researchers and
engineers work on this new technology both in the civilian
and military sectors that demand the use of many nodes.
In this paper, we will focus on the design of one WSN to
acquire the temperature by some autonomous nodes. So, our
contribution consist to demonstrate and to show the different
techniques, methods and protocols that can be used in this
new field to develop one system that permits to monitor
environment. Also, we have proposed the ideal topology for
our system that may be used in wireless system networks to
reach the necessary goals in many fields. Finally, we have
programmed the System-On-Chip CC2430 on each node to
make our system read the temperature and visualise the value
of each node on the personal computer.

II. IEEE 802.15.4 STANDARDS OVERVIEW

The IEEE 802.15.4 standard defines the physical layer in all
ZigBee devices. The PHY is responsible for data transmission
and reception by using certain radio channel and specific
modulation and spreading technique [1]. The IEEE 802.15.4
standard specifies two Physical layers (PHY) that represent
three operational frequency bands. These three bands include:
868 MHz (used in Europe), 915 MHz (used in America), and
2.4 GHz (used worldwide) [2].

III. HARDWARE ARCHITECTURE

Our system is composed of one SmartRF04EB which is the
principal component of the architecture of our system, also we
find five Battery Board with CC2430EM (Evaluation module).

Fig. 1. System architecture

1) SmartRF04EB Evaluation Board: The SmartRF04EB is
a host-board for the Evaluation Module (EM). It has an on-
board 8051 microcontroller for use with the transceivers, and
can also be used to program the SoCs. It features a range of
peripherals, it also has all the connections you need to connect
your own peripherals or microcontroller.

Fig. 2. SmartRF04EB

2) BB-Battery Board: Here, we can find the system on chip
battery board. The main function for this board is to power
the CC2430EM or CC2431EM with use of two AA batteries.
It can in addition be powered by a lab powered connected
directly to GND and VDD on the board[5] (Figure3).

3) EM - Evaluation Module: The EM contains the mini-
mum Components for a RF part to function.

4) System-on-Chip CC2430: The CC2430 is a true System-
on-Chip (SoC) solution specifically tailored for IEEE 802.15.4
and ZigBee applications. The CC2430 combines the excellent
performance of the leading CC2420 RF transceiver with an
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Fig. 3. System On Chip BB with CC2430EM

Fig. 4. Evaluation module

industry-standard enhanced 8051 MCU, 32/64/128 KB flash
memory, 8 KB RAM and many other powerful features. The
CC2430 is highly suited for systems where ultra low power
consumption is required. This is ensured by various operating
modes.

5) 8051 CPU: The CC2430 includes an 8-bit CPU core
which is an enhanced version of the industry standard 8051
core. The enhanced 8051 core uses the standard 8051 instruc-
tion set. Embedded Workbench generates very efficient and
reliable FLASH/PROMable code for the 8051 microcontroller.
So, we have used this environment to write then download the
program of each node inside his FLASH EPROM.

IV. APPLICATION DESCRIPTION

In our application, the module ”Node()” will read the
temperature of each node and send the appropriate value joined
with the address of the node to the main node SmartRF04EB.
When the information is received it will be sent to the Personal
Computer through the serial port where it will be visualised
by one interface developed by visual basic as depicted in the
following figure: So, in this interface we can see the value of
the temperature saved by each node, although the voltage of
the battery of each node. And other information like the time
of each received information, the number of received packet,

V. PERFORMANCE EVALUATION

In our application, each node ”Node()” reads the tem-
perature then sends the appropriate value to the main node
”appSmartNode”. This action is done periodically by the
instruction called ”halMcuWaitMs(1400)” after 1400 ms. The
main node ”appSmartNode” periodically queries all the nodes

Fig. 5. Visualisation interface

of the wireless sensor networks. The query repetition period is
1400 ms. As a result the rate of the transmission by each node
to the main node ”appSmartNode()” is shown in the following
figure:

Fig. 6. Transmission packet

VI. CONCLUSION

The development of wireless sensor networks arises new
challenges to engineers in several fields. In this context, the
development of systems based on Wireless sensor networks
becomes a necessity. So, actually we are obliged to develop
some systems based on this new technology to solve several
problems in data acquisition and control in different environ-
ment. Our system, has one hardware aspect and one software
aspect. The hardware is composed with one SmartRF04EB
and five nodes. Each component contains one System-On-Chip
CC2430EM that contains the processor that will execute the
necessary program on each node. The application permits to
monitor temperature in real time manner. The future work is
to develop a synchronisation algorithm to coordinate between
transmissions of each node.
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Abstract- As part of a PhD thesis at the Loria1 research center a 

context-aware telehomecare system senior citizens has been 

developed. In this poster we will detail the architecture of the 

system, we will present also the different challenges that must 

be addressed in telehomecare system and finally we will talk 

about two examples of our current works. 

Keywords: Telemedicine, Telehomecare, Smart Home, 

Actimetry, Fuzzy logic, Home automation 

I.  INTRODUCTION 

ealthcare integrated smart homes can be used to 
allow the seniors and their family members to 
benefit from a safe home environment with 

activities and services accompaniment for their daily steps. 
Ad-hoc wireless sensor networks and Internet technologies 
have a key role in the development of smart homes. A 
healthcare system consists of one our many sensor networks, 
like medical sensor networks, home automation sensor 
networks. 

A healthcare system is a complex system which consists 
of dynamic database, different wireless and wired sensor 
networks, multiple supporting platforms like video call 
centre and so on, therefore the system must allow a flexible 
and reliable interaction among those items to be able to 
detect health abnormalities at an early stage.  

In this respect, the methodology of specifications, 
development and integration of the technological features 
must be realized with a major concern for some important 
concepts, like: Interoperability, Scalability, Evolution and 
customization according to the users’ medical and social 
profiles and needs. 

In this context, as part of a PhD thesis at the Loria 
research center a telehomecare system [1] has been 
developed. The segment of population we are targeting is the 
senior citizens. This system uses home automation sensors 
and other sensors embedded in the bed and chairs to monitor 
the activity level of the elderly. Activity patterns are 
analyzed by an intelligent application which is based on 
Fuzzy Logic to find any unusual behavior.  

The system is also equipped with wireless medical 
sensors to monitor the health situation of the elderly. The 
objective of the system is to detect health abnormalities at an 
early stage through the frequent monitoring of physiological 
data. 

                                                           
1 www.loria.fr 

 
Fig. 1.  System’s general architecture 

II. PROPOSED SYSTEM 

The proposed system has a Multi-tiered architecture. Fig. 
1 shows the system’s general architecture. The elements of 
this architecture are: 

 Medical Sensors network (and/or Body Sensor 
Network (BSN)): This network consists of very 
small portable devices equipped with a variety of 
sensors for biological monitoring. 

 Environmental Sensors and Home automation 
sensors network, for activity monitoring: The 
activities of the person will be detected by sensors 
installed throughout the living areas, such as motion 
and presence detectors, light, magnetic and 
temperature sensors. Activity patterns are then 
analyzed in the central computer for unusual 
behavior, which use an intelligent method by using 
Fuzzy Logic.  

 Wireless cameras network: for fall detection and 
alarm validation. (See section IV B) 

 Home automation gateway: to communication with 
home automation sensors.  

 Home Gateway: It is a mini PC installed in each 
home. It connects body sensor network and also 
environmental sensors like home automation sensors 
and actuators to the Internet. It also includes 
intermediate receivers, assuring an efficient data 
transmission. In this gateway we do some 
preprocessing of the data received from medical and 
home automation sensors, to detect urgency 
anomalies. 

 Mobile platform: this is a PDA or a laptop computer 
to receive the alerts and message by a professional, 

H 
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or to connect to server platform and view the 
patient’s record. This platform can be used by 
persons to remote control his/here home. 

 Server platform: consists of the different servers like: 
medical record, application, videoconference and 
web servers. 

III. CHALLENGES 

In telehomecare systems, several challenges need to be 
addressed. Unlike traditional systems, many non-end-to-end 
mission-critical applications envisioned for healthcare 
systems, which are complex systems, because in these 
systems, we can find different subsystems, such as, wireless 
sensor networks, LANs, software platforms, home 
automation systems, mobile systems, Internet… that require 
different QoS requirements on the system, and these 
requirements pose unprecedented challenges in the area of 
QoS support in healthcare systems.   

Any lack of performance on the system which could not 
be tackled in a reasonable delay may have some damageable 
consequences on the solutions’ acceptance and development 
potential: the confidence is a basic and elementary factor of 
acceptance or reject, such incident could also generate a 
psychological defiance towards ICT’s in general and towards 
such innovative assistance and monitoring services.  

In addition, failure of the nodes is a constraint to provide 
a reliable communication. The failure of a node may have 
many reasons like mobility of the node and node or link 
failure. To address this problem, we have presented a 
distributed and load balanced routing [2] which can adapt to 
mobility and failure of the nodes. This approach uses fuzzy 
logic to select the cluster heads.  

This protocol is especially effective in networks that use 
sensor nodes to data aggregation and in which the data 
delivery ratio is important and the nodes are mobile, like 
health monitoring sensor networks. In such networks health 
events and information is sensed by several nodes and 
therefore, this protocol can help the network to deliver 
sensed events and avoid of data loss in the network. 

IV. RSULATS  

By using this system, MEDeTIC
2
, a non-for-profit 

organization, offers a new concept of smart homes for the 
senior citizens, named in French ―Maisons Vill’Âge‖. The 
first housing schemes are being built in 2 departments of 
France. A flat is entirely equipped to act as a demonstrator 
and as laboratory of research and development.  

Our first study shows that all the healthcare professionals 
have a positive attitude toward using ICT application. The 
majority of elderly who were survived, declare not to know 
what ICT could do for them (45.83%); 37.5% of them think 
that they would be favourable to ICT use and 16.67% think 
that they would be unfavourable to ICT use. Our study shows 
that the limited knowledge about ICT does not lead to a 
favourable or unfavourable view [3].  

                                                           
2 www.medetic.com 

V. CURRENT WORKS 

A. Integration of ZigBee with Home automation protocols 

Among the many wireless technologies, ZigBee is one of 
the most promising ones for home automation; a wireless 
home networking system can be configured using ZigBee 
alone [4]. For these reasons, we are working to integrate 
ZigBee protocol with home automation protocols, such as 
KNX, IHC. Fall detection with wireless camera networks 

B. Fall detection with wireless camera networks 

The idea is to propose a noninvasive and automatic fall 
detection system at home for the seniors living alone.  

 
Fig. 2.  Functionnal architecture of fall detection system 

Fig. 2 shows the functional architecture of this fall 
detection system. As transmission is made via wireless or 
wired network which is also shared by other applications like 
home automations, we use a feedbacking system (Flux 
control) in order to manage the load of the network. In case 
of a big load in the network, images will be transmitted with 
a bigger delay and thus the transmission rate will change 
dynamically.  

VI. CONCLUSION 

A distributed tele-homecare system has been developed 
to remotely monitor activity and health state of the elderly 
through global wide area networks and heterogeneous 
platforms. The system is designed for the elderly who wish 
to spend their old age in their own home, because of its 
potential to increase independence and quality of life. This 
would not only benefit the elderly who want to live in their 
own home, but also the national health care system by 
cutting costs significantly.  
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Abstract—We consider the problem of link quality estimation
in wireless sensor networks. Existing link quality estimators
(e.g. PRR, ETX, Four-bit, and LQI ) are only able to assess a
single link property, thus providing a partial view on the link
quality. It is therefore important, yet challenging, to design link
quality estimators that perform holistic link characterization by
considering several properties.
In this poster, we proposeF-LQE, a novel link quality estimator,
that estimates link quality on the basis of four link quality prop-
erties namely, packet delivery, asymmetry, stability, and channel
quality. Combination of link properties is performed using Fuzzy
Logic. We show through extensive TOSSIM simulation thatF-
LQE outperforms existing link quality estimators.

I. I NTRODUCTION

Link quality estimation is a fundamental building block
for wireless sensor networks (WSNs), namely for a reliable
deployment, resource management and routing . Several link
quality estimators (LQEs) have been reported in the liter-
ature, includingPRR (Packet Reception Ratio),WMEWMA
(smoothed PRR) [1],RNP (Required Number of Packet re-
transmissions) [2],Four-bit (an appriximation of theRNP) [3],
LQI (Link Quality Indicator), andETX (Expected Transmis-
sion Count) [4]. Except offour-bit, existing LQEs rely on a
single metric for link quality assessment. A single link quality
metric is not able to provide a holistic characterization of the
link [5]. On the other hand, theFour-bit estimates link quality
by combining individual estimation of uplink and downlink
qualities, based on measuredRNPandPRR, respectively. All
existing LQEs ignore other important properties that have an
impact on link quality characterization [5]. Example of such
properties are stability and channel quality.

In order to better estimate link quality, it is important, yet
challenging, to combine different metrics to assess important
link properties and to get a holistic characterization of the
link. In this poster, we propose a LQE that combines multiple
metrics, using Fuzzy Logic, in order to achieve this goal.

II. F-LQE DESIGN

we resort to Fuzzy Logic to estimate link quality and we
proposeF-LQE, which stands for Fuzzy logic-Link Quality

Estimator. The goodness of the link depends on the goodness
of its individual properties. Thus, the proposed LQE combines
important link properties, expressed in linguistic terms, in a
fuzzy rule. The evaluation of the fuzzy rule returns the degree
of membership of the link in the fuzzy subset of good quality
links. In the rest of this section we first identify the most
important properties that greatly impact the overall quality of
the link. Then, we present a Fuzzy Rule that combines these
properties to better estimate link quality.

F-LQE combines four link properties to express the good-
ness of a given link. Each property is assessed by a particular
metric:
Packet delivery is measured bySPRR[1], a SmoothedPRR:

SPRR(α, w) = α× SPRR + (1− α)× PRR (1)

The PRR is computed as the ratio of the number of success-
fully received packets to the number of transmitted packets,
for each window ofw received packets.α ε [0..1], controls
the smoothness.
Asymmetry is the difference between the uplinkPRRand the
downlink PRR, noted asASL (ASymmetry Level).
Stability is the variability level of the link. It is assessed by
the stability factor (SF), which is defined as the coefficient-
of-variation ofPRR.
Channel quality is evaluated by the measure of the Signal-to
Noise-Ratio (SNR), averaged overw packets, wherew is the
estimation window .

F-LQE considers each of the aforementioned link properties
as a different fuzzy variable. The goodness (i.e. high quality)
of a link is characterized by the following rule:

IF the link hashigh packet deliveryAND low asymmetry
AND high stability AND high channel qualityTHEN it has
high quality.
Here, high packet delivery, low asymmetry, high stability,
high channel quality, andhigh goodnessare linguistic values
for the fuzzy variables packet delivery, asymmetry level,
stability, channel quality, and quality (refers to link quality).
Using and-like compensatory operator of [6], the above rule
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Fig. 1. PRR/SNRcurve for an indoor environment.

translates to the following equation of the fuzzy measure of
the link i high quality.

µ(i) = β.min(µSPRR(i), µASL(i), µSF (i), µASNR(i))+
(1− β).mean(µSPRR(i), µASL(i), µSF (i), µASNR(i))(2)

µ(i) is the membership in the fuzzy subset of high quality
links. β is a constant in [0..1]. Recommended values for
β are in the range [0.5..0.8] where 0.6 usually gives the
best results [7].µSPRR, µASL, µSF , and µASNR represent
membership functions in the fuzzy subsets of high packet
delivery, low asymmetry, low stability, and high channel
quality, respectively. All membership functions have piecewise
linear forms and then have low computation complexity.
They are determined by two thresholds, as it is shown by
Fig. 2. The choice of the two thresholds, for the membership
functionsµSPRR, µASL, andµSF , can be tuned according the
application requirements. On the other hand, the choice of the
two thresholds for the membership functionµASNR depends
on the environment and the hardware characteristics. They can
be determined based on thePRR/ASNRcurve, which is in turn
determined experimentally. In order to gather thePRR/ASNR
curve, we carried out extensive simulations, using TOSSIM 2
simulator [9]. Fig. 1 depicts thePRR/ASNRcurve for an indoor
environment, plotted based on the same settings that are used
in the performance evaluation of LQEs. This curve shows that
when ASNR is greater than 9dBm, thePRR is equal to 1,
which implies good channel. WhenASNRis less than 5 dBm,
the PRRis less than 0.15 and the channel is bad. In between,
a small variation in theASNRcan cause a big difference in
the PRR; links are typically in the transitional region and the
channel has moderate quality. ThePRR/ASNRcurve shown in
Fig. 1 reassembles that determined empirically in [8], which
confirms the realism of TOSSIM physical layer.

The final step towardF-LQE computation is detailed in the
rest of this section. LetLQ = 100.µ(i). LQ attributes a score
to the link, ranging in [0..100]. Using EWMA filter, we smooth
LQ to get theF-LQE metric:

FLQE(α, w) = α.FLQE + (1− α).LQ (3)

where,α = 0.9, to provide stable link quality estimates.

III. PERFORMANCEEVALUATION

This section focuses on analyzing and understanding the
statistical properties ofF-LQE that imply on its performance
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Fig. 2. Definition of membership functions. For instance, forµSPRR, for
values ofSPRRbelow 25%, the link is considered totally out of the fuzzy
subset of links with highPRR. Starting from 95%, the membership to the
fuzzy subset of links with highPRR is of 1. For values ofSPRRbetween
25% and 95%, the membership increases linearly from 0 to 1.

in terms of reliability and stability. Reliability refers the the
ability of the LQE to correctly characterize the real link
state and stability is the ability to resist to transient (short-
term) variations, also called fluctuations, in link quality. We
compare the reliability and stability ofF-LQE to those ofPRR,
WMEWMA, ETX, RNP, andfour-bit, using extensive TOSSIM
2 simulation [9].

A. Simulation scenarios

The simulation scenario aims at analyzing the statistical
properties ofF-LQE, independently of any external factor,
such as collisions and routing. To achieve this goal, we
considered a single-hop network of 10 sensor nodes (N1,
N2. . .N10) placed in a linear topology. The couple of nodes
(N1, Ni) exchanges data packets then passes the token to (N1,
Ni+1). The above described scenario is simulated 10 times
while varying the nodes inter-distance. We choose a history
control factorα = 0.9 for four-bit, as in [3], andα = 0.6 for
SPRR, as suggested in [1]. The estimation windoww is set to
5 packets.

B. Simulation Results

The performance analysis ofF-LQE is carried out by
comparing its performance, in terms of reliability and
stability, to conventional link quality estimators, namelyPRR,
SPRR, ETX, RNP, and four-bit.

1) Reliability: The reliability of F-LQE is tested by study-
ing (i.) the temporal behavior (Fig. 3), and (ii .) the distribution
of link quality estimates, illustrated by the empirical cumula-
tive distribution function, CDF, (Fig. 4).

Temporal Behavior: Fig. 3 shows the temporal behaviour
of F-LQE, its related link quality metrics, and the other con-
ventional link quality estimators, with respect to four different
links. From this figure, it can be observed that all link quality
estimators agree that the first link (Fig. 3a) is roughly good
and the second is roughly bad (Fig. 3b). This is expected since
links of good or bad quality are easy to estimate [2], [10], [11].
On the other hand, moderate links which are typically those
of the transitional region are more difficult to characterize.

Fig. 3c and Fig. 3d deal with two links of moderate qualities.
These figures show thatRNP and four-bit underestimate link
quality, andPRR, SPRR, and ETX overestimate link quality,
whereasF-LQE provides reasonable link quality estimates.
Indeed,PRR, SPRRandETX, which arePRR-based estimators,
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Fig. 3. Temporal behaviour of link quality estimators when faced to links with different qualities

estimate the two links (Fig. 3c and Fig. 3d), to have very good
quality or overestimate link quality: AveragePRRand SPRR
is 1 in Fig. 3c and almost 0.9 in Fig. 3d and averageETX
is almost 1.5 transmission/retransmissions (i.e. 0.5 retransmis-
sions) for both links. The reason of this overestimation is the
fact that PRR-based link quality estimators are only able to
evaluate the link packet delivery property and they are not
aware of the number of retransmissions to deliver a packet. A
packet that is lost after one retransmission or aftern retrans-
missions will produce the same estimate. On the other hand,
four-bit and RNP, which areRNP-based estimators, estimate
both links in Fig. 3c and Fig. 3d, to have less goodness, as the
averageRNPandfour-bit is about 3 retransmissions in Fig. 3c
and 5 retransmissions in Fig. 3d, shifting from 0 to 9 for
RNP, which underestimate link quality. This underestimation
is due to the fact thatRNP-based link quality estimators are
only able to assess the required packet retransmissions and
are not able to determine if these packets are received after
these retransmissions or not. This discrepancy betweenPRR-
based andRNP-based link quality estimates is justified by
the fact that most of the packets transmitted over the two
links are correctly received (highPRR) but after a certain
number of retransmissions (highRNP). More importantly, each
of these link quality estimators assess a single and different

link property.
F-LQE estimates the link not as good asPRR-based es-

timators do, and not as bad asRNP-based estimators do.
In the following we show howF-LQE provides reasonable
link quality estimates, which make of it more reliable than
conventional link quality estimators, namelyPRR, ETX, SPRR,
RNP, and four-bit.
In fact, the link depicted in Fig. 3c has some positive features:
(1) good packet delivery and (2) high stability, but it has also
some negative features: (3) medium channel quality and (4)
high asymmetry. The last two features justify the high number
of packet retransmissions. As a results, the averageF-LQE
link quality estimates is 62 (out of 100), which is a reasonable
link quality estimate, given the above link properties. The link
shown in Fig. 3d is also of moderate quality. The difference
with the first link is mainly (1) the channel quality is worse,
which justify a higher number of packet retransmissions, and
(2) the link is much more instable. There properties make
this link (Fig. 3d) having worse quality compared to the first
(Fig. 3c): the averageF-LQE is 45 for the second moderate
link against 62 for the first.

Now, let us see more arguments forF-LQE reliability by
analyzing the distribution of link quality estimates.
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Fig. 4. Empirical CDFs of link quality estimators.

Link quality estimates distribution : The above
observations can be confirmed if we look into the CDF
plot in Fig. 4. The CDF presented in this figure is obtained
based on all the links of one simulation scenario. Further, link
quality estimates with respect to link quality estimators have
been normalized and transformed to be in the range [0..100],
where 0 is the worst link quality and 100 is the best. The
aim of this transformation is to better visualize the different
link quality estimates having different ranges, in the same
X-axe . Fig. 4 shows thatPRR, SPRRand ETX overestimate
link quality as they estimate most of the links to have
good quality. In contrary,RNP and four-bit underestimate
link quality as they consider most of the links having
bad quality. In betweenF-LQE provides reasonable link
quality estimates (neither overestimate nor underestimate link
quality). Furthermore, the distribution of link quality estimates
is near to uniform distribution which mean thatF-LQE is
able to to distinguish between links having different link
qualities. These observations confirm the reliability ofF-LQE.

2) Stability: A link may show transient link quality fluc-
tuations due to many factors principally related to the envi-
ronment, and also to the nature of low-power radios, which
have been shown very prone to noise. Link quality estimators
should resist to these fluctuations and provide stable link
quality estimates. This property is of paramount importance
in wireless sensor networks. For instance, routing protocols
have not to reroute information when a link quality show
transient degradation, because rerouting is a very energy and
time consuming operation.

We measure the sensitivity of the link quality estimators
to transient fluctuations by the coefficient of variation of its
estimates. Fig. 5 compares the sensitivity (stability) ofF-LQE
with that of PRR, ETX, SPRR, RNP and four-bit. According
this figure, we retain two observations: First,PRR-based link
quality estimators, includingPRR, SPRR, and ETX are the
most stable, andRNP-based link quality estimators, including
RNPand four-bit are the most instable. SecondF-LQE is not
the most stable link quality estimator, but its stability is in
betweenPRR-based andRNP-based link quality estimators,
which makes a good balance. We can not blameF-LQE on
that because a very stable estimator trend to be less responsive
to the major changes in link quality. Finally, we believe thatF-

Fig. 5. Sensitivity to transient fluctuation in link quality.

LQE provides a good balance between sensitivity to transient
changes and responsiveness to major changes, in link quality.

IV. CONCLUSION

In this poster, we have presented a novel link quality estima-
tor (F-LQE) for wireless sensor networks, that combine several
important link properties using Fuzzy Logic to provide a
holistic characterization of the link.F-LQE has been evaluated
extensively by simulation, demonstrating greater performance
in terms of reliability and stability, over existing LQEs.
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Abstract—In this work we present a sparse distributed recursive
least-squares (dRLS) algorithm for adaptive sensor networks.
The algorithm allows to prune weights by exploiting sparse
Bayesian learning, while at the same time adding automatic
regularization to improve numerical stability. With this r eduction
of computational complexity, the amount of energy consumption
and data to be transmitted between neighboring nodes will
decrease. This makes it suitable for the use in wireless sensor
networks (WSNs), where energy and bandwidth constraints are
typically of a great concern. Furthermore, the proposed algorithm
works totally decentralized with no need for a fusion center.

I. I NTRODUCTION

The standard RLS algorithm is well known in the field of
adaptive signal processing. However, without proper regu-
larization, it suffers from numerical instabilities in case of
poor excitation signals. To overcome this problem, a sparse
Bayesian method for automatic regularization adjustment and
weight pruning was developed in [1]. In this contribution,
following the approach of the relevance vector machine [2],
the authors start from a linear-in-parameters model and define
independent zero-mean Gaussian priors over all the weights.
Solving for the precision parameters (inverse variances) of
the priors using the Bayesian evidence procedure leads to
a method to obtain these coefficients. In case of a sparse
weight vector, some precision parameters, also called hyper-
parameters, tend to very large numbers, which means that the
corresponding weights are unimportant since their distributions
are highly peaked at zero. By pruning these weights (and as
the consequence, the corresponding entries in the input auto-
correlation matrix) sparse estimation is implemented. Since
WSNs are typically characterized by limited communica-
tion capabilities and energy constraints, pruning of irrelevant
weights would lead to a reduced communication load and
lower energy requirements.
In [3], a distributed RLS scheme is presented, where each
node in a sensor network has an access to input measurement
data and a desired signal. The proposed algorithm works
decentralized with a collaboration path through the network,
shown in Figure 1. The aim is to estimate a global weight
vector that is least-squares optimal over the errors of all nodes.

This work was supported by the FWF under Award S10604-N13 within
the National Research Network SISE.

{d1[i], x1[i]}

{d2[i], x2[i]}

{d3[i], x3[i]}
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{dN [i], xN [i]}
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2

3

k

N

Fig. 1. A collaboration path through the network with N nodes.

−

xk[i] xk[i−1] xk[i−2] xk[i−M +1]

w1[i] w2[i] w3[i] wM [i]

dk[i] ǫk[i]

z−1z−1z−1

Fig. 2. An M -th order FIR filter at the node k with the inputxk[i], the
desired signaldk[i], and the node-errorǫk[i].

The error at each node is defined as the difference between the
desired signal and a linear combination of the weights with
the input data (see Fig. 2).
In our work, we present an algorithm that implements the
sparse Bayesian estimation method in a distributed fashion.
We show how to add regularization by assuming a prior
distribution over the weights. We also show how to incor-
porate the decentralized computation of the hyper parameters
into the spatio-temporal dRLS recursion. With this method
it is possible to prune irrelevant parameters and reduce the
computational complexity for the whole network.

II. SIGNAL MODEL

With the filter orderM and the number of sensor nodes
N , we first define the global weight vectorw[i] =
[w1[i], w2[i], . . . , wM [i]]T and the corresponding input data
vectorsxk[i] = [xk[i], xk[i− 1], . . . , xk[i−M + 1]]T at each
of the nodesk = 1, . . . , N . Furthermore, we introduce a
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linear-in-parameters model for the desired signaldk[i] at each
node with additive Gaussian perturbationǫk[i] according to
Figure 2,

dk[i] = w
T [i]xk[i] + ǫk[i]. (1)

The whole network accesses the snapshot matrices

D̃i = [d1[i], d2[i], . . . , dN [i]]T (N × 1)

and

X̃i = [x1[i],x2[i], . . . ,xN [i]]
T

(N ×M)

at time i. To collect all the data up to time instant i we define
global matricesDi andXi with

Di =
[

D̃
T
1 , D̃T

2 , . . . , D̃T
i

]T

(i ·N × 1)

and

Xi =
[

X̃
T
1 , X̃T

2 , . . . , X̃T
i

]T

(i ·N ×M).

With omitted time index inw[i] for an uncluttered notation,
we obtain the likelihood function

p(Di|w) = (2π)−
i·N
2 |Λi|

1

2

exp

{

−
1

2
(Di −Xiw)T

Λi(Di −Xiw)

}

over the weights based on the time-exponentially and spatially
weighted model (1). The spatio-temporal diagonal weighting
matrix is defined as

Λi = σ−2 diag
(
[λi−1

Γ, λi−2
Γ, . . . , λΓ,Γ]

)
, (2)

with forgetting factor0≪ λ ≤ 1, a diagonal spatial weighting
matrix Γ = diag (γ1, γ2, . . . γN ), the spatial weighting factors
γk ≥ 0 andσ2 as the known noise variance.
To introduce regularization, we define a zero mean Gaussian
prior over the weights

p(w|A) = (2π)−
M
2 |A|

1

2 exp

{

−
1

2
w

T
Aw

}

,

with diagonal matrixA = diag([α1, α2, . . . , αM ]) that con-
tains precision (inverse variance) hyperparametersαj with
j = 1, . . . , M for each weightwj .

III. PARAMETER LEARNING

A. Bayesian Estimation

By using Bayes’ theorem we obtain the posterior over the
weights given the data and the hyperparameters

p(w|Di,A) =
p(Di|w)p(w|A)

∫
p(Di|w)p(w|A)dw

. (3)

The maximum a posteriori estimate (MAP) ofw is obtained
by minimizing the objective function

L(w) =
1

2
(Di −Xiw)T

Λi(Di −Xiw) +
1

2
w

T
Aw,

which is equivalent to maximizing the numerator of (3) and
results in

ŵ = (XT
i ΛiXi + A)−1

X
T
i ΛiDi , (4)

where we define the regularized input auto-correlation matrix
estimate with

Φ̃ = X
T
i ΛiXi + A (5)

and its inverse as̃P = Φ̃
−1. Furthermore, the density of (3)

can be computed and reads

p(w|Di,A) = (2π)−
M
2 |Φ̃|

1

2

exp

{

−
1

2
(w − ŵ)T

Φ̃(w − ŵ)

}

.

B. Evidence Procedure

By ignoring the normalizing integral of Bayes’ theorem, the
posterior overA given the desired signalsDi is proportional
to the marginal likelihood times a prior overA, i.e.

p(A|Di) ∝ p(Di|A)p(A). (6)

Assumingp(A) to be flat over a logarithmic scale (cf. [2]), the
maximization of the posterior (6) is equivalent to maximizing
the marginal-likelihood

p(Di|A) =

∫

p(Di|w)p(w|A)dw. (7)

Equation (7) is the normalizing integral in the weight posterior
(3) and is often referred to as the marginal likelihood, since it
is obtained by marginalizing over the weights. It is computable
and given by

p(Di|A) =
|Λi|

1

2 |A|
1

2

(2π)
i·N
2 |Φ̃|

1

2

exp

{

−
1

2
D

T
i ΛiDi +

1

2
ŵ

T
Φ̃ŵ

}

. (8)

To maximize the marginal likelihood (8), we define a cost-
function Le(A) = − ln p(Di|A), that is

Le(A) =
1

2

(

iN ln(2π)− ln |Λi| − ln |A|

+ ln |Φ̃|+ D
T
i ΛiDi − ŵ

T
Φ̃ŵ

)

, (9)

which we would like to minimize. To do so (cf. [1]), we
make use of the identity∂

∂x
ln |B| = Tr(B−1 ∂B

∂x
) and the

optimization condition∂Le(A)
∂αj

= 0, i.e.

1

2
Tr(Φ̃−1 ∂Φ̃

∂αj

)−
1

2
Tr(A−1 ∂A

∂αj

) +
1

2
ŵ2

j = 0,

which for all j = 1, . . . , M gets an explicit equation

αj =
1

ŵ2
j + Φ̃

−1
jj

that could be iteratively reestimated at time instanti by using
the following formulas during one estimation loop with index l

until the objective-function (9) reaches a local minimum:

P̃
(l) = (XT

i ΛiXi + A
(l))−1

ŵ
(l) = P̃

(l)
X

T
i ΛiDi

α
(l+1)
j =

1

(ŵ
(l)
j )2 + P̃

(l)
jj

}

∀ j = 1, . . . , M. (10)



The First International School on Cyber-Physical and Sensor Networks, 2009 
SensorNets’09 School, Monastir, Tunisia, December 17-21 
 

Copyright © 2009 SensorNets School                                                     14 

C. Time and Space Recursion

To distribute (10) over time and space in an efficient way,
we start by definingΦ = σ2

Φ̃ for the input auto-correlation
estimate update and reintroducing the time indexi in our
notation. From (5) we obtain

Φ[i] = λΦ[i− 1] + X̃
T
i ΓX̃i + σ2

A(1 − λ), (11)

where the last term in (11) corresponds to a full-rank update
that does not allow for a fast recursive computation of the
inverseP[i] = σ−2

Φ̃
−1[i]. According to [4], it is enough to

apply a rank-one update at time instanti and so we define pivot
vectorsv[i] = [0, 0, . . . , 1, 0, . . . , 0]T with only one nonzero
entry at positionq = 1+i mod M . With κ[i] = σ2(1−λ)αqM

we can rewrite (11) with two equations

Φ[i] = Φ̆[i] + X̃
T
i ΓX̃i (12)

and
Φ̆[i] = λΦ[i− 1] + κ[i]v[i]vT [i]. (13)

Equation (12) still has no fast recursive structure for the com-
putation of its inverse, but since the term̃XT

i ΓX̃i represents
the spatially weighted inputs of the whole network at timei, it
can be separated over the network, which leads to a rank-one
update at each node. The covariance matrix estimatePk[i] at
nodek can be computed as follows:

P̆[i] = (λP
−1[i− 1] + κ[i]v[i]vT [i])−1

P0[i] ← P̆[i]

P1[i] = (P−1
0 [i] + γ1x1[i]x

T
1 [i])−1

P2[i] = (P−1
1 [i] + γ2x2[i]x

T
2 [i])−1

...

PN [i] = (P−1
N−1[i] + γNxN [i]xT

N [i])−1

P[i] ← PN [i] (14)

The first node in the serial network has to perform extra
computations according to the first line in (14). Using the
matrix inversion lemma for rank-one updates, finally gives







P̆[i] =
[

I− κ[i]P[i−1]v[i]vT [i]
λ+κ[i]vT [i]P[i−1]v[i]

]

λ−1
P[i− 1]

P0[i]← P̆[i]

for k = 1 : N

Pk[i] = Pk−1[i]−
Pk−1[i]xk[i]xT

k [i]Pk−1[i]

γ
−1

k
+xT

k
[i]Pk−1[i]xk[i]

end

P[i]← PN [i].

(15)

We now would like to investigate the update of the weights
on each node of the network and define global matrices up to
time i and nodek as

Di,k =
[
D

T
i−1, d1[i], d2[i], . . . , dk[i]

]T

and
Xi,k =

[
X

T
i−1,x1[i],x2[i], . . . , ,xk[i]

]T
.

Additionally, we also define the diagonal spatial weighting
matrix Γk = diag([γ1, γ2, . . . , γk]) up to nodek and the
corresponding spatio-temporal weighting matrix

Λi,k = diag
(
[λΛi−1, σ

−2
Γk]

)
, (16)

where one should note that (16) can be rewrittenΛi,k =
diag([Λi,k−1, σ

−2γk]) and from (2) we know thatΛi = Λi,N .
Starting with the MAP estimate (4), we define the regularized
least-squares solution over the weights at nodek by

ψk[i] = σ2
Pk[i]XT

i,kΛi,kDi,k

= σ2
Pk[i]

(

X
T
i,k−1Λi,k−1Di,k−1

+ σ−2γkxk[i]dk[i]
)

(17)

with ŵ[i] = ψN [i]. We can rewrite the local update of
the covariance matrix estimate defined in (15) asPk[i] =
(
I− ck[i]xT

k [i]
)
Pk−1[i] where we define a Kalman gain vec-

tor

ck[i] =
Pk−1[i]xk[i]

γ−1
k + xT

k [i]Pk−1[i]xk[i]
. (18)

Using (17), the local weight estimate recursion can be found
by

ψk[i] = σ2
Pk−1[i]X

T
i,k−1Λi,k−1Di,k−1

︸ ︷︷ ︸

ψk−1[i]

− ck[i]xT
k [i] σ2

Pk−1[i]X
T
i,k−1Λi,k−1Di,k−1

︸ ︷︷ ︸

ψk−1[i]

− ck[i]xT
k [i]Pk−1[i]γkxk[i]dk[i]

+ Pk−1[i]γkxk[i]dk[i], (19)

from which follows that

ψk[i] = ψk−1[i] + ck[i]ek[i], (20)

where we have plugged in a reordered version of (18) for the
last term of (19) and have introduced the local a-priori output
error ek[i] =

(
dk[i]− x

T
k [i]ψk−1[i]

)
.

To obtain the recursion for the weights between different time-
points i we note thatXT

i,0Λi,0Di,0 = λX
T
i−1Λi−1Di−1 and

make use of Equation (17) at the first nodek = 1. By defining
another Kalman gain vector as

c̆[i] =
κ[i]P[i− 1]v[i]

λ + κ[i]vT [i]P[i− 1]v[i]

and using the first line in (15) together with Equation (4) leads
to an update of the form (20)

ψ1[i] = (I− c̆[i]vT [i])ŵ[i− 1]
︸ ︷︷ ︸

ψ0[i]

+ c1[i]




d1[i]− x

T
1 [i] (I− c̆[i]vT [i])ŵ[i− 1]

︸ ︷︷ ︸

ψ0[i]




 .
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Algorithm 1 Pseudo-code for the sparse distributed RLS algo-
rithm with hyperparameter-update using evidence procedure







if i mod MA = 0

αj [i] = 1
ŵj [i−1]2+σ2Pjj [i−1] , ∀ j

(ŵ,P,A, M) = prune(ŵ,P,A, B)

else

αj [i] = αj [i− 1], ∀ j = 1, . . . , M

end

q = 1 + i mod M

Generatev[i] with ’1’ at q

κ[i] = σ2(1 − λ)αq[i]M

c̆[i] = κ[i]P[i−1]v[i]
λ+κ[i]vT [i]P[i−1]v[i]

ψ0[i]←
(
I− c̆[i]vT [i]

)
ŵ[i− 1]

P0[i]←
(
I− c̆[i]vT [i]

)
λ−1

P[i− 1]

for k = 1 : N

ek[i] = dk[i]− x
T
k [i]ψk−1[i]

ck[i] =
Pk−1[i]xk[i]

γ
−1

k
+xT

k
[i]Pk−1[i]xk[i]

ψk[i] = ψk−1[i] + ck[i]ek[i]

Pk[i] = Pk−1[i]− ck[i]xT
k [i]Pk−1[i]

end

ŵ[i]← ψN [i] ; P[i]← PN [i].

Based on the previous result for̂w at time i − 1, we have
defined another extra computation to be performed by the first
node in the serial network, namely

ψ0[i] = (I− c̆[i]vT [i])ŵ[i− 1].

D. Pseudo-Code of the Algorithm

Algorithm 1 shows the pseudo-code for the proposed sparse
distributed RLS scheme with integrated weight pruning ac-
cording to [1]. The functionprune(.) reduces the number of
coefficients in the vector̂w if the correspondingαj (diagonal
elements ofA) exceed a given thresholdB. According to the
weights, also the appropriate elements inA andΦ have to be
pruned. Note that in the efficient recursive implementationwe
do not calculateΦ directly, but instead use its inverseP. To
further avoid the use of the computationally intensive matrix-
invertion, [1] described an efficient method that only accesses
the covariance matrix estimateP.
Because we incorporated a rank-1 instead of a full-rank update
in (13), we have to update the hyperparameters at multiples
of M cycles and therefore defineMA = mM with m ∈ N

+.

IV. CONCLUSION

We proposed an automatic regularization method for a
distributed RLS algorithm. By using Bayesian evidence
procedure, we presented a method to obtain the regularization
parameters which contain relevance information for the
corresponding weights. Furthermore, we showed a distributed
algorithm that prunes irrelevant weights from the network and
thus reduces the communication load between neighboring
nodes.
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Abstract—This work presents a distributed lossy source coding
architecture for sensor networks with a fusion center that has
limited communication capabilities. The coding architecture is
characterized by its low complexity, low delay, rate scalabil-
ity and reconfigurability, and robustness against source model
mismatches. These properties are achieved by using uniform
scalar quantization and classical entropy coding (as opposed to
Slepian-Wolf coding) as well as scalable linear estimation for joint
signal reconstruction. For sensor signals that may be mutually
correlated and the mean squared error distortion criterion, a
new algorithm to optimally distribute the given overall bit rate
among the individual scalar encoders is used. This algorithm
goes beyond the well-known ‘reverse water filling’ method to
account for the correlations between the sensor signals as well
as possibly available decoder side information. This work also
shows approaches to obtain an adaptive coding scheme for
time-varying environments. The fusion center recursively learns
the necessary statistical measures from the received, coarsely
quantized data. Simulation results demonstrate the usefulness
and the good performance of the proposed coding scheme.

I. I NTRODUCTION

Sensor networks are expected to play an important role in
many applications in the near future, ranging from climate
and environmental observation and forecasting systems over
military surveillance and defense systems to smart home and
traffic systems. Much research activity to solve different prob-
lems and challenges of sensor networks could be registered in
the recent past (e.g., [1], [2]). This work presents an attractive
solution to the practically relevant problem of distributed
encoding of correlated sensor signals and joint decoding at
a fusion center with a constrained overall bit rate.

The main features of the presented coding scheme are its
low complexity, its low delay, and it can easily be redesigned
in real time, even for a large number of sensors. The latter
feature is required to enable adaptive coding for time-varying
scenarios or dynamic sensor networks (provided that also
some feedback channel from the fusion center to the sensors
is available). A low computational complexity enables the
sensors to be energy-efficient (e.g., self-powered) as wellas
cost-efficient. While for the transmission of sensor signalswith
a high data rate (such as video data) long block lengths can be
used to achieve an efficient encoding, for many other kinds of
sensor data long block lengths are not an option due to delay
constraints. The presented encoding scheme works efficiently
also with short block lengths.

Consider a large number of spatially distributed sensors
measuring some physical quantities. Each sensor transmitsits
measured signals at a finite bit rate to a common fusion center.
At the fusion center, all sensor signals are decoded and recon-
structed jointly. Particularly for a wireless sensor network, it
is natural that all sensors share a multiple-access channelwith
a finite capacity for this kind of transmission. Consequently,
the sum of the bit rates of all sensors is constrained. The
distribution of this given overall bit rate among the sensors
should be optimized such that the reconstruction errors at
the fusion center are a minimum. I.e., some sensors may be
more important than others, and in case some sensors measure
roughly the same signal, only one of them is needed.

Information-theoretic bounds for lossless distributed coding
were found by Slepian and Wolf [3]. Their surprising result
was that the required rate of an encoder without access to
the decoder’s side information is the same as the minimum
rate of an encoder that has access to the side information
(namely the conditional entropy of the source given the
side information). Implementations of so-called Slepian-Wolf
coders are typically based on channel coding techniques [4],
[5], i.e., error correcting codes such as turbo or low-density
parity check (LDPC) codes. In particular LDPC codes may be
an attractive option for sensor networks because of their very
low encoding complexity. The major drawback is, however,
that successfull decoding can be guaranteed only for source
sequences of a length that is impractical for many applications
and when the source statistics are known perfectly. Note, in
adaptive scenarios, which are considered in this work, the
source statistics are generally not known perfectly. In a recent
work [6], the authors demonstrated the practical limitations of
LDPC-based Slepian-Wolf coders.

Extensions for lossy distributed source coding have been
made by Wyner and Ziv [7] and many others (e.g., [8], [9]).
Lloyd-like algorithms for the off-line design of (nested) quan-
tizers using training data is considered for instance in [10]–
[13]. Unfortunately, training-based quantizers cannot easily
be redesigned in real time and are not scalable, which are
desired features in many time-varying scenarios. Simplified
design strategies have been derived from high-rate theory
[14], where simple uniform scalar quantizers are shown to be
asymptotically optimal when used together with Slepian-Wolf
coders.
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Fig. 1. Distributed Source Coding Architecture.

Recently, the author proposed an encoding and estimation
scheme together with a bit-rate allocation algorithm in [15],
[16] as a joint source-channel coding strategy for robust
multimedia transmission over networks with packet losses.
Based on an analytic, continuous, statistical signal model
that includes the effect of quantization, flexible and rate-
scalable coders as well as estimators are obtained. This work
utilizes those results and presents a flexible and rate-scalable
distributed coding and estimation scheme for sensor networks.
Assuming correlated Gaussian sources with known covariance
matrix, the used bit rate allocation algorithm finds the mean
squared error (MSE) optimal rate allocation to satisfy a
constraint on the overall bit rate. This work also considers
estimating the covariance matrix at the fusion center from
coarsely quantized observations. The results enable adaptive
distributed coding in order to achieve high performance in
time-variant environments.

II. CODING ARCHITECTURE

The components of our distributed source coding architec-
ture are depicted in Fig. 1. As the first stage, each sensor may
perform a suitable linear transformTs to its set of measured
signals. Then, a bank of uniform scalar quantizersqk(·)
discretizes the signals, and an entropy coder (preferably an
arithmetic coder) encodes a sequence of the discretized signals.
It is important to stress that we do not require Slepian-Wolf
coders, but classical entropy coders. At the fusion center,after
arithmetic decoding, the signals are jointly reconstructed by
means of linear estimationM. The estimator may additionally
have some side informationV available.

The main task to design those separate encoders is to de-
termine the MSE-optimal bit rate allocation given the totalbit
rate ofR bits per vectorX = [XT

1 . . .XT

S ]T = [X1 . . . XK ]T:

{R∗
k} = argmin

{Rk}:Rk≥0∧
P

K
k=1

Rk=R

D(R1, . . . , RK). (1)

For the individual ratesRk, which are average rates, the
marginal entropies are taken:Rk = H(qk(Xk)). Note, for
the here given brief description, the effect of the transforms is
skipped for simplicity.

Assuming jointly Gaussian dataX with covariance matrix
CX and replacing the scalar quantizersqk(·) by independent
additive Gaussian noise sourcesNk yields an analytically
tractable expression for the estimation error varianceD. Using
a function that conforms with rate-distortion theory for the
additive noise variancesσ2

Nk
(Rk) and utilizing an inversion

lemma for the inverse of a partitioned matrix, the partial
derivatives ∂D

∂Rk
can be expressed in closed form. These

derivatives are used in an iterative algorithm to optimize the
bit rate allocation: in each iteration a small amount of rate
is redistributed from the variable with the flattest slope to
the variable with the steepest slope. The procedure converges
quickly towards a rate distribution where the slopes of the
variables with non-zero rate are equal. For highly correlated
sensor signals and a low total rate, the optimal bit allocation
typically spends bits only on a small subset of the signals. A
more detailed description and guidelines for a fast implemen-
tation of the algorithm is given in [16].

For the coder design (i.e., computation of the bit alloca-
tion), the covariance matrixCX is needed (in case decoder
side informationV is available, the covariance matrix of
the concatenated vector[XT

V
T]T is required). To make the

coding architecture adaptive, this covariance matrix needs to
be estimated on-the-fly. Then, the bank of encoders can be
reconfigured periodically. Estimating the covariance matrix at
the fusion center needs to consider the (coarse) quantization of
the received signals. Using the above additive noise model for
the quantizers enables a correction of the estimated covariance
matrix (at least for the subset of variables with non-zero
rate). LetĈ

bX
be the maximum-likelihood estimate based on

observations from the estimator output since the last coder
update. The correction for the quantization is then

Ĉ
′
X = M

−1
Ĉ

bX
M

−H −CN, (2)

whereM is the estimator matrix andCN = diag[σ2
Nk

] is the
covariance matrix of the additive noise.

Additionally, the fusion center uses the mismatch between
the design ratesR∗

k (as computed by the bit allocation algo-
rithm) and the actual ratesRk to update the covariance matrix
estimate. This mismatch corrects wrong variances (even for
variables with zero rate)

Ĉ
′′
X = WĈXW, (3)

whereW = diag[2Rk−R∗

k ], andĈX is the old estimate, which
was used previously to design the coders. Both corrections,
Ĉ

′
X

andĈ
′′
X

, are incorporated by means of recursive smooth-
ing to obtain the new estimate

ĈX ← λ′λ′′
ĈX + λ′(1− λ′′)Ĉ′′

X + (1− λ′)Ĉ′
X, (4)

whereλ′ andλ′′ are forgetting factors.

III. E XPERIMENTAL RESULTS

This section shows numerical simulation results using real
measurement data from the Columbia River environmental
observation network, CORIE (see [17] for more details). These
correlated real-world sensor signals provide a good insight
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Fig. 2. Covariance matrix of 12 sensor signals and four-dimensional side
information.

into the proposed bit rate allocation algorithm as well as the
covariance matrix learning and coder adaptation approach.

For the data, a selection of 12 variables from five stations
is used. Fig. 2 shows the covariance matrix of these 12
variables for data recorded in March 2003 in the marked
upper-left square. In addition to the 12 sensor signals, four-
dimensional decoder side information is used. Those four
signals are each the cosine and the sine of two so-called
tidal constituents, semidiurnal M2 and diurnal K1. Besidesthe
strong correlations between some sensor signals, correlation
with the side information can be seen. For instance, the water
levels and salinity S5 show a strong semidiurnal occurrence,
whereas temperature T1 varies with a daily cycle.

The described covariance matrix (at first without the extra
dimensions for the side information) is used to iteratively
optimize the bit rate allocation. Starting with a uniform rate
allocation of 1 bit per variable (which gives a total rate of
R = 12 bits), Fig. 3 shows how rate is redistributed from
iteration to iteration. While some variables loose rate until their
individual rates are zero, the more important variables (D3, S5,
T1, D1, T4, and S4) accumulate bit rate until the allocation
converges. A sparse bit allocation is obtained where six outof
12 variables are encoded. Sensor 1 encodes both its variables,
sensor 2 does not transmit at all, and the other stations encode
only subsets of their variables.

Fig. 4 compares the obtained optimal bit rate allocation of a
total rate ofR = 12 bits when no side information is available
with a decoder that has the four-dimensional side information
as described above. When the decoder has the side information
available, the optimal bit rate allocation is slightly different.
Particularly, for encoding the water levels, less bits are spent
(D1 is not encoded at all). The other five variables worth
being encoded obtain slightly more bit rate in return. For the
decoder with side information, an increase in overall signal-
to-noise ratio from11.6 dB to 12.7 dB is achieved. Fig. 4
additionally compares the bit rate allocation that is obtained
when all correlations are ignored (i.e., derived using traditional
reverse water filling). This allocation is clearly not as sparse
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Fig. 3. Iterative bit rate allocation ofR = 12 bits for a decoder without
side information.
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Fig. 4. Optimal bit rate allocation ofR = 12 bits for a decoder without
side information (blue) and a decoder with tidal constituents M2 and K1 as
side information (red) as well as the rate allocation that entirely ignores all
correlations (gray).

as when correlations are considered. The overall signal-to-
noise ratio of a distributed coder when this non-optimal rate
allocation is used is only8.1 dB.

To demonstrate the behavior of the learning strategy, an
adaptive coder that is updated every 12 hours is used for
the data described above. The bit rate was again selected
as 1 bit per sample on average. The covariance matrix of
the data and the side information is initialized as a diagonal
matrix (see top left in Fig. 5). In this way, all correlations
are ignored initially. Note, when the initial variances are
substantially different than the actual variances, a considerable
mismatch between the design rates and the actual rates occurs
at the beginning. The covariance matrix and the mean vectors
are updated recursively, and the updated estimates are used
to redesign the bank of coders (i.e., to compute a new bit
allocation, new quantization step sizes and a new estimator
matrix). The bit allocations may change considerably from
iteration to iteration, i.e., bits are spent on different subsets of
variables.

Fig. 5 further shows the covariance matrix after two iter-
ations (top right) and after 14 iterations (bottom left). The
bottom-right plot shows the learning of three selected cor-
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Fig. 5. Covariance matrix learning: diagonal initialization (top left), after
two updates (top right), and after 14 iterations (bottom left). Bottom right:
three example correlation coefficients over iteration index.

relation coefficients: between the side information M2c and
the sensor signals T5 and D3, and between these two sensor
signals. As soon as the correlations are identified properly,
the performance of the coding scheme is increased. Note
that the learnt correlations between a sensor signal and the
side information, which is a function of time in the example
at hand, can be used to predict the signal for forecasting
purposes.

IV. CONCLUSIONS

In this work an adaptive scheme for distributed lossy
source coding for sensor networks with a fusion center is
presented. The encoding scheme does not require Slepian-
Wolf or Wyner-Ziv coders, which have substantial practical
limitations, particularly in adaptive scenarios. Instead, indi-
vidual sensor signals are efficiently encoded using uniform
scalar quantization and arithmetic coding. The proposed bit
allocation algorithm generalizes ‘reverse water filling’ to the
problem of separately encoding correlated variables for a
decoder with a joint estimation stage and possibly available
side information.

The covariance matrix of the sensor signals and the side
information, which is necessary for the coder design, is
estimated recursively at the fusion center. This estimation
accounts for the coarse quantization and incorporates mis-
matches between design rates and actual rates. Using the latest
covariance matrix estimate, the bank of distributed codersis
reconfigured periodically.

This paper shows numerical results using real-world sensor
signals. These experiments provide a good insight into the
proposed bit rate allocation algorithm as well as the covariance
matrix learning and coder adaptation approach.
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Abstract—A real-time MAC protocol for applications like
mobile wireless ad hoc networks (MANET) and wireless sensor
networks must transmit frames in bounded time, and adapt
quickly to topology changes. Our recently proposed HCT MAC
protocol, targeted to such applications, presents a solution that
self-organizes the network in nodes agglomerations called clus-
ters, and provides a TDMA-like medium access within them.
Within clusters it is expected that transmissions can be performed
in bounded time. Transmissions originated on nodes that are not
members of any cluster perform as expected for a contention-
based MAC. Therefore, the real-time performance increases as
more nodes are cluster members, and this makes the clustering
a crytical part of the protocol.

This poster describes an overview of the clustering in the HCT
MAC when subject to mobility, including preliminary results for
some representative scenarios. The protocol must adapt to the
current topology in such way that clusters with good internal
link qualities can be formed. This can be accomplished by the
definition of a metric for the neighborhood quality of each node,
which is used to decide when to form or disolve a cluster,
and which nodes can be its members. Our described clustering
approach defines such metric and its relation to the movements
of nodes, and shows how the protocol reacts to such topology
changes.

I. INTRODUCTION

In the HCT MAC protocol, introduced in [1] and further
extended in [2] and [3], a periodic interval of time, called
cycle, is divided in subintervals named superframes. Nodes
self-organize in clusters, and each cluster must reserve a
superframe for exclusive use. Within the superframe, the
cluster members can transmit in a TDMA-like manner. Thus,
clustering has a major role in the real-time properties of the
protocol, and how it is accomplished presents a fundamental
problem.

A cluster arises when a node declares itself as cluster-
head, and starts to periodically transmit control frames that
announces the beginning and the end of its reserved super-
frame. In the HCT protocol a good cluster has good link
quality between the cluster members and the cluster-head.
A good link quality implies low probability of transmission
errors, and it is derived from the signal strength (RSSI).
Each nodes continually records the measured link qualities
for the set of its neighbour nodes, and then computes a metric
called the neighborhood quality (NQ). The node with the
best NQ, compared to its neighbours, is allowed to become

a cluster-head. There is the need to perform such computation
continuously because if nodes move, their NQ, and also the
NQ of their neighbours, will consequently change. When this
happens, part of the existing clusters maybe will not be the best
ones anymore. In this situation, to adapt to the new topology
they must change their memberships, or even disolve and let
new clusters to be formed. The poster includes a description of
the behaviour of the HCT MAC with respect to the clustering,
and the parameters involved in the NQ computation. It also
includes an example of a simulated mobile network, with
snapshots that reveals the clusters that are formed along the
time.

The purpose of the clusters is to allow sets of nodes to
access the medium in predictable time. This reduces the
occurrence of transmission errors, like collisions, and thus it
is expected to obtain a higher medium utilization compared
to a contention-based access. Therefore, the poster includes
a comparison of the medium utilization, the transmission
delays, and the average neighborhood size, obtained through
simulation, between the HCT and a CSMA/CA MAC in a
mobile network scenario.
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Abstract—When the beacon mode is enabled in IEEE 802.15.4
networks, real-time communication is possible by using the Guar-
anteed Time Slots (GTS) mechanism. However, this mode only
supports a maximum of seven GTS allocated in each superframe,
preventing other nodes to benefit from the guaranteed service.
This work introduces the SIGHT (Skips In GTS scHeduling for
IEEE 802.15.4 neTworks) model, which incorporates a dynamic
GTS allocation policy for IEEE 802.15.4 networks based on
the (m,k)-firm task model. It adopts a deterministic schedu-
lability test and an on-line prioritization heuristic algorithm
called Slotted DBP (Distance Based Priority) to attend requests
according to this schedulability model. A simulation model has
been developed, in order to compare the proposed Slotted DBP
with other approaches (DWCS and FIFO).

I. INTRODUCTION

Concerning recent industrial communication environments,
big efforts are being made to move from wired to wireless
networks. The demand for wireless networking supporting
real-time communication and service-differentiation will sig-
nificantly increase due to specific timing requirements. Within
this context, the IEEE [802.15.4(2006)] is one of the main
contenders to be used in industrial wireless communications.

One of the most promising solutions intended to provide
real-time guarantees in the IEEE 802.15.4 standard is the
Guaranteed-Time Slot (GTS) mechanism. This mechanism is
quite attractive, because, when the network operates in beacon-
enabled mode, the bandwidth can be reserved for devices
that require time guarantees. The GTS mechanism enables the
prediction of the worst-case performance for each node within
the network, since these GTS-enabled devices do not need to
compete with others devices for transmission.

One of the main drawbacks of the GTS mechanism is
reduced upper bound of the number of GTS that can be shared
among all nodes. According to the standard, only up to seven
GTSs can be allocated during the CFP. This scarce resource
can be rapidly extinguished when considering networks with
larger number of nodes. As a consequence, those devices that
do not have any allocated GTSs should try to accomplish their
transmissions during the Contention Access Period (CAP),
using the traditional contention-based CSMA/CA mechanism,
which does not provide any timing guarantee.

This work extends the GTS scheduling mechanism of the
IEEE 802.15.4 standard, considering a (m,k)-firm scheduling
model. This technique improves the actual slot allocation

scheme during the CFP, enabling more than seven devices to
be granted with a guaranteed service (GTS allocation). The
proposed model can be implemented upon the existing IEEE
802.15.4 medium access protocol.

II. SIGHT MODEL: EXPLOITING SKIPS IN GTS
SCHEDULING

The main problem addressed in this proposal is how the
PAN coordinator must schedule the S Guaranteed Time Slots
during the contention free period (CFP) among N requesting
sensor nodes, respecting the quality of service constraints
(m,k)-firm of each node i. Formally, the problem addressed
in this paper can be stated as follows.

A set with N independent periodic tasks can be represented
as Γ = {τ1, τ2, ...τn}. Each task is non-preemptive and char-
acterized by a 5-tuple (Ti, Di, Ci,mi, ki), where Ti represents
the task period, Di represents the task deadline, Ci represents
the task worst-case execution time, mi and ki represent the
(m,k)-firm constraints of a task i (1 ≤ mi ≤ ki).

In the specific case of SIGHT model, a periodic task
represents an application that runs in a network node and the
tasks periods are the superframe periods. In this paper, we
consider the relative deadline equal to the task period, i.e. a
task misses its deadline if it is not able to transmit its message
in the present superframe period. The worst case execution
time from a task is the slot time, which is the same for all
tasks. Finally, mi e ki represent the (m,k)-firm constraints for
τi, which mandates that at least m out any k consecutive jobs
in a periodic task τi must meet their deadlines to avoid a
dynamic failure condition.

Considering p as the superframe period (Beacon Interval,
composed of CAP, CFP and Inactive Period, if the further
exists), in the system model the following assumptions are
considered:
• Ti = p: task periods coincide with superframe period,
• Ci = 1: number of requested slots. Each node is served

exactly in one time slot1,
• Di = Ti: deadline equal to period,
• (mi, ki) ∈ Z+, 1 ≤ m ≤ k and ki = kj (j 6=i).
Therefore, in this work the task model considers two im-

portant restrictions:

1The size of the time slots can be flexibly adjusted through the parameters
Beacon Order (BO) and Superframe Order (SO).



The First International School on Cyber-Physical and Sensor Networks, 2009 
SensorNets’09 School, Monastir, Tunisia, December 17-21 
 

Copyright © 2009 SensorNets School                                                     22 

1) same k value: when specifying a (m,k)-firm constraint,
all the tasks have the same k value;

2) same period: all tasks have the same period, that is equal
to the superframe period.

These restrictions allow the SIGHT model to present an
exact (necessary and sufficient) schedulability test. The general
k-values problem with arbitrary service times and request peri-
ods has been shown to be NP-hard by [Mok and Wang(2001)].

III. SLOTTED DBP ALGORITHM

The Slotted DBP algorithm (SDBP) is built upon the
distance-based priority concept, which was introduced in
[Hamdaoui and Ramanathan(1995)]. For a task j, it is pos-
sible to get the distance to failure dj(k) following the
calculation scheme: Let metj(n, h) denote the position
(from the right) of the nth meet deadline in history h.
If there is less than n 1s in h, then metj(n, h) =
k + 1. For instance, metj(1,“011”)=1, metj(1,“010”)=2,
metj(2,“101”)=3, metj(2,“001”)=4. Then using this func-
tion, the distance to failure is given by: dj(k) ← (k −
metj(m,h) + 1).

Slotted DBP provides (m,k)-firm guarantees for devices
requesting GTS allocation in two phases. In the first phase
(Algorithm 1), when a new GTS request is received by the
PAN coordinator, it runs an admission test (Ineq. 1). This
dynamic test is performed by the PAN Coordinator on the
arrival of each new GTS allocation request.

N∑
i=1

(
mi

ki

Ci

Ti

)
≤ 1.0 (1)

where N is the total number of nodes that requested a GTS
allocation.

Requests not included in the CFP because they were dis-
carded by the admission test, can compete for the medium
access during the CAP interval. Eventually, these requests may
achieve to be successfully transmitted.

The second phase of the proposed algorithm is composed
of a dynamic GTS scheduling mechanism. When a new
request is accepted by the admission test, the scheduling
algorithm dynamically selects which devices will be covered
with guaranteed access in that specific superframe. Such a
selection is based on the QoS request requirements informed
by each device according to their (m,k)-firm constraints.

IV. SIMULATION RESULTS

We consider that the requests sent from devices to PAN
Coordinator carry on (m,k)-firm constraints. The SDBP per-
formance was compared with:
• Window based scheduling (DWCS)

[West and Zhang(2004)], used in scheduling tasks that
tolerate discarding, according with discard parameters
conveyed by the tasks as window constraints.

• FIFO scheduling, currently utilized by IEEE 802.15.4
standard for GTS allocation during contention free pe-
riods.

We have used a simulator built using C language. Sim-
ulations were performed considering a set of tasks (nodes)
requiring slots, ranging from 7 to 21, assuming that there
are only seven slots available in each superframe. Each result
value obtained refers to an average of 9.000 executions, each
one composed of two thousand periods (2.000 superframes).

In the first experiments, the load (utilization factor) was
chosen for each simulation, while the number of tasks, m
and k values were 9.000 times randomly generated. The k
values varies from 1 to 10, and the m values from 1 to k. The
utilization factor was calculated according to Eq. (1).
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Fig. 1. Dynamic failures vs utilization.

V. CONCLUSION

This work proposes a GTS allocation scheduling model for
IEEE 802.15.4 WPANs in the beaconed mode, called SIGHT.
The proposed algorithm improves the GTS allocation to time
sensitive applications, ensuring that (m,k)-firm requirements
are meet.

Experiments conducted by simulation showed improvement
in the GTSs allocation to devices using the model proposed
in this paper. The schedulability test works as an admission
test mechanism, avoiding the overload of the PAN Coordinator.
The (m,k)-firm model adopted in the approach promotes better
resource usage

Furthermore, the implementation of the SIGHT model
requires only minimal add-ons in IEEE 802.15.4 protocol,
ensuring compatibility with the standard and with the devices
that already implement this protocol.
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Abstract— this abstract presents a distributed routing protocol 

for ad hoc sensor networks. Each sensor uses a Fuzzy decision 

making process to find the best Cluster Head. Simulation 

shows that this protocol is able to dynamically adapt to 

sensors’ mobility and failure. By a new load balancing method, 

it provides also stable clusters and so a cluster head have 

greater lifetime, which results minimum message exchange and 

so minimum energy consumption.  

Keywords: Adaptive routing, Dynamic Clustering, Mobility 

management, Failure management, Load balancing, Fuzzy Logic 

I.  INTRODUCTION 

In all data collection systems like health monitoring 
systems, either the data is collected from the sensors 
periodically or on an occurrence of an event. In such 
systems, the data are highly vital to have a stable monitoring 
and have a minimum number of faulty alerts. Hence, none of 
them adapts completely themselves to the failure and 
mobility of the nodes and the temporal variations in data 
delivered by the sensor network.  

In order to address these problems, we proposed a routing 
protocol [1] with has 5 main parts: Fuzzy logic [2] decision 
making, Clustering (Cluster-head election), Mobility 
management, Load balancing and Failure management. The 
protocol uses a cluster hierarchical architecture. The root 
node of the network tree is Base Station (BS). In the second 
level, all mobile or stationary nodes that communicate 
directly with BS are Zone-Heads (ZH) (Z1 and Z2 in Fig. 
12.); each ZH constructs a Zone (set of one or more cluster). 
The next levels of the network tree are Cluster-Heads (CH) 
which are the nodes that can communicate with one or more 
ZH or other CHs (C1...C4 in Fig. 1.).  Finally the end level of 
the tree is Leaf-Nodes (LN) (Black nodes in Fig. 1.)  

In this protocol we proposed new parameter Mobility, 
which shows frequency of parent, level or zone change of a 
node. (Number of CH or level change of a node in his life 
time). Therefore each time that the node changes its CH or 
his level, it must increment value of a variable named 
Change and divide it to his lifetime to find the Mobility. It is 
clear that the mobility of a fix node can be greater than zero, 
because of the mobility of his parent. 

Our protocol has also a load balancing strategy. The goal 
of this load balancing technique is to evenly distribute packet 
traffic generated by sensor nodes across the network. It 
considers the cumulative load of data traffic from child nodes 
in a load tree on their parent nodes. We use Load tree and 
admission condition for load balancing. Here Load has a 

special definition. Load is the sum of the QoL (will be 
explained) between a node and his children. Figure 1 shows a 
sample load tree. The load tree is rooted in the base station. 
The load of child sensor nodes adds to the load of each 
upstream parent in the tree. In load tree, the weight of each 
link, in load tree is QoL between each node and his parent, 
and load of each node is the sum of the QoLs between the 
node and his child. In order to balance the load between 
nodes of the network, we use admission condition. By 
applying admission condition, to accept a new child node, 
the QoL of the parent node must be greater than its load. 

In this approach we have also a parameter named failure 
shows the failure history of a sensor. This parameter will be 
computed by using the number of sensor’s failures during its 
lifetime (see [1] for more information). The protocol uses 
four parameters: Energy level of the node (Battery charge), 
Mobility, Quality of Link - QoL (Reliability between a node 
and his parent) and the failure, to evaluate a node that is 
candidate to be a ZH or CH. These parameters are the 
linguistic variables [3] of the system and each of them has 
three possible values: low, medium, high. These parameters 
are evaluated by a fuzzy function and the output or this 
function is Reliability (Fig. 2).The QoL of a node is 
Reliability that it was calculated for his parent. Reliability is 
the chance of a node to be ZH or CH of another node.  

 
Fig. 1.  Load tree 

 

Fig. 2.  Fuzzy decision making 
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TABLE I.  SIMULATION PARAMETERS 

Node Number 50 

Surface 100m x 100m 

Transmission range 15m 

Data transmission rate 15 packet/sec 

Failure model Random 

Packet size 128 bytes 

Initial Energy 5J 

Energy consumption (Calculation, receive and send) 10 nJ/bit 

 

 
Fig. 3.  An example 

 

Fig. 4.  Network’s ZHs’ load after 10 and 100 rounds 

 
Fig. 5.  Average QoL in zones 

 

Fig. 6.  Delivery ratio 

Figure 3 show a sample scenario. In this example node n 
sends a join message to CH. The admission condition in CH 
is not OK, and n has just one possible cluster head to join 
(CH). Therefore CH sends a Join-other message to its 
children n1. By receiving this message n1 sends a message to 
its neighbor, n2, which is a leaf node. As n2 is a leaf node, it 
doesn’t need to verify admission condition, therefore it sends 
a ok message to n1, and then changes its role to cluster head. 
By receiving ok message from n2, n1 send a ok message to 
CH and join n2. CH send a OK message to n and n joins CH. 
In this example, the role of n2 has changed, therefore it sends 
hello message to its neighbors to announce this change. 

EVALUATION 

To evaluate performance of our proposition we compared 
it with ZRP [4]. In our simulation we focus in load of the 
zone heads and average QoL in each zone and network’s data 
delivery ratio as performance metrics. Table I, shows our 
simulation parameters. We used random waypoint model [5] 
in our simulations. The Network consists of several low 
mobility wireless nodes, just 20% of the nodes are mobile 
and their speed is 0.5 m/s. Each node is initially placed at a 
random position within in the simulation area. 

Figure 4 shows load in ZHs of the simulated network. 
These results show that our protocol can balance correctly 
the load between ZHs and CHs. Figure 5 shows average QoL 
in the zones of the simulated network. We find by these 
results show the efficiency of our protocol to establish 
reliable and stable connections between the nodes.  We can 
find also the simulation results that compare our protocol and 
ZRP in figure 6. The simulation shows that our protocol 
increases the data delivery in the network and greatly adapts 
mobility and failure of the nodes.  

CONCLUSION 

In this abstract, we have presented a distributed, load 
balanced routing for mobile wireless sensor networks which 
can adapt to mobility and failure of the nodes. This protocol 
is especially effective in networks that use sensor nodes to 
data aggregation and in which the data delivery ratio is 
important and the nodes are mobile, like health monitoring 
sensor networks. Through simulations we showed the 
effectiveness of our protocol for these applications. 
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Abstract—Resource allocation is a critical issue for Wireless
Sensor Networks (WSNs) especially for large-scale full mesh
networks. In this poster paper, we introduce a new system
architecture, which intends to support large-scale deployment
and to reduce the complexity of resource sharing. Ultra-Wide
Band (UWB) channel allocation scheme and a new prioritized
multi-channel multi-time slot media access control protocol are
proposed and their performance evaluated by simulations.

I. INTRODUCTION

Wireless Sensor Networks (WSNs) represent one of the
most important technologies for the 21st century with wide
range of potential applications such as medical systems. An
important fact that cannot be neglected in WSNs is the need
of quality of service (QoS) support and resource allocation
mechanisms. According to novel application requirements
(e.g. real-time and/or high data rate applications), QoS con-
straints become more and more critical in terms of end to end
delay and data throughput. Also, due to energetic constraints
at node level, energy saving remains the most challenging
fact especially for large-scale WSNs deployment. Wireless
communication based on UWB signals has recently been
quite attractive to the wireless community and it an ideal
candidate technology for next generation of WSNs. Indeed,
this emerging technology promises, high-rate, low power
transmission, immunity to multi-path propagation and high-
precision ranging capability. Nowadays, multi-channel Media
Access Control (MAC) protocols represent a critical topic
of research in WSNs allowing parallel transmissions, which
can improve network performance. Both IEEE 802.15.4 and
its recent amendment IEEE 802.15.4a (based on the UWB
technology) [1] standards allow dynamic channel allocation
and use of multiple channels available at their physical layers.
To support large-scale WSNs deployment and to reduce the
complexity of resource sharing (spectral and temporal) in
dense and large-scale full Mesh WSN, we introduce a new
three tiered architecture for an application in hospital, Wireless
Hospital Sensor Network, (WHSN) [2]. Further, to ensure
real-time guarantees, QoS support and energy efficiency, we
propose UWBCAS and PMCMTP, a UWB Channels Alloca-
tion Scheme and a Prioritized Multi-Channel Multi-Time slot

media access control Protocol.

II. NETWORK ARCHITECTURE

To deploy a dense network supporting a considerable num-
ber of nodes and to reduce the complexity of resource sharing,
we propose the design of a three-tiered network to represent
the global network with:

• The use of UWB sensors in the first and second network
levels to benefit from the advantages offered by the UWB
technology,

• The use of Wifi network for third tier to benefit from its
high data rate, large coverage and security aspects.

Fig. 1 shows all network layers composing the WHSN.

Fig. 1. WHSN architecture

• Body Sensor Network (BSN): A star network composed
of one coordinator and a set of UWB biosensors,

• Personal Area Network (PAN): A full Mesh UWB net-
work including one PAN’s coordinator, several mobile
BSNs coordinators and several routers,

• Cellular architecture, based on UWB/Wifi technologies.

III. UWBCAS AND PMCMTP FOR AN IR UWB SENSOR
NETWORK

To ensure an efficient channel allocation, we propose UWB-
CAS, which decomposes the frequency allocation problem into
two sub-problems: (i.) static control channel allocation to en-
sure a permanent control channel frequency per PAN avoiding
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the problem of control channel congestion, (ii.) dynamic data
channel allocation based on PANs duty cycle’s information and
spatial frequency reuse to avoid the underutilization of spec-
trum resource. Then, according to the network configuration
and the available spectrum resource, we propose PMCMTP,
which tries to efficiently assign time slots per channel in
response to received resource requests taking into account
priority levels and some QoS requirements. The principle of
the proposed protocol is based on the three following phases:

1) Phase for requesting time slots: Synchronization of the
PAN in the first step (First beacon) and collection of all
transmission requests of concerned PAN’s members, in
the second step.

2) Phase of channels/time slots allocation: According to the
Request Scheduling Algorithm (RSA), after reception of
all transmission requests, the PAN coordinator tries to
schedule requests according to its accorded priority then it
launches the phase of time slots and channels allocation.

3) Phase of data transmission: After listening to the second
beacon frame, PAN’s members can have a feedback of
their transmission requests and concerned sensors switch
to the suitable channel at the suitable time slot and it
begins sending or receiving data frames.

IV. IMPLEMENTATION AND EVALUATION

We have implemented the WHSN architecture, UWBCAS
scheme and PMCMTP protocol in a discrete-time simulator
built in JAVA. We conduct simulations to evaluate UWBCAS
and PMCMTP and to compare them with Multi-Channel MAC
protocol (MCMAC) [3].
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Fig. 2. End 2 End delay comparison: UWBCAS vs MCMAC

UWBCAS outperforms MCMAC in terms of the average
end-to-end delay per packet due to the increase of the number
of simultaneous communications and to the avoidance of the
phenomena of congestion.
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The simulation results confirm that PMCMTP always
achieves a higher performance when more channels are used.
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Fig. 4. Throughput comparison: UWBCAS & PMCMTP vs MCMAC

PMCMTP and UWBCAS always exhibit better performance
than MCMAC in terms of throughput. This guarantee comes
from the increase of parallel transmissions and the optimal
exploitation of the dynamic time slots and data channel
allocation policy.
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Fig. 5. Power efficiency comparison: PMCMTP vs MCMAC

PMCMTP makes its proof to guarantee the enhancement
of the power efficiency because not only it allows parallel
communications inside an active PAN but also it allows several
active PANs to communicate simultaneously which ensure
a considerable throughput increase, also it allocates variable
time slots per ressource request which can minimise overhand
and energy consumption.

V. CONCLUSION

In this paper, we have presented the WHSN architecture
which takes profit from the interesting features offered by the
IEEE802.15.4a UWB physical layer and the Wifi technology.
Then, we have proposed a UWB channel allocation scheme
UWBCAS and a new prioritized multi-channel multi-time slot
MAC protocol PMCMTP and their performance evaluated
through a set of simulations. The experimental results show
that UWBCAS and PMCMTP always outperform MCMAC
protocol in terms of throughput, average end-to-end delay per
packet and power efficiency which is due to the prominent
ability of proposed schemes to maximize the channel utility
and to the optimal use of parallel transmissions without
suffering from interference, data communication conflict and
control packet overhead.
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Abstract—Security is a challenging issue in Wireless Sensor
Networks (WSNs) due to the dual impact of their inherent
constraints and their operation in open and harsh environments.
We briefly present SeGCom, a new security mechanism for group
communications in cluster-tree WSNs. We define a group as a
set of sensor nodes in the cluster-tree network sharing the same
sensory information. Our objective is to limit the access to the
group data exclusively to the members that have securely joined
the group.

I. I NTRODUCTION

Wireless Sensor Networks (WSNs) are composed of energy-
constrained nodes embedding limited transmission, processing
and sensing capabilities. AsWSNsare basically deployed in
hostile environments, security becomes extremely important,
since sensor nodes are exposed to different types of malicious
attacks.

Security inWSNshas attracted several research studies that
have addressed various security problems. The security prob-
lem in WSNsbecomes even more challenging when dealing
with the group security, as this grouping impose additional
overhead in terms of network management. In this poster, we
focus on securing group communications incluster-tree WSNs,
where agroup is defined as a set of sensor nodes sharing a
common private information.

II. SEGCOM DESCRIPTION

A. Network Model

We consider a multi-tiered architecture which contains a
special node called Base Station (BS) which define the entire
network, some special nodes that may have the ability to
associate from other nodes which are called cluster-heads (CH)
and end devices (ED) with no ability to associate with other
devices. This architecture is shown in Fig. 1.

In Fig. 2, we identify two groups in the cluster-tree network.
The first group is represented by black squares (e.g. for
temperature data traffic) and the other is represented by gray
triangles (e.g. for light data traffic).

B. Pre-deployment settings

Our work relies on the polynomial-based key pre-
distribution scheme proposed by Blundo etal. in [1]. This

Fig. 1. The Network Model

scheme uses a symmetric bi-variate polynomial to generate
secure pairwise keys for any two nodes knowing each other’s
identity.

C. Group Creation

1) Group initiation: We consider a new grouping concept
as compared to previous works. Agroup refers to a set of
sensors that produce the same type of traffic. Fig. 2 illustrates
our grouping concept in a cluster-treeWSN.

Fig. 2. An example of a WSN containing two groups

2) Group controller creation:A node that wants to join a
given nonexistent group must send ajoin-requestmessage to
the BS. After authenticating the request, theBS sends ajoin-
confirmationmessage and a set flagGC-flag. After receiving
the flag, the designatedGC sends a request toBS to obtain
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the Gid. After receiving theGid, the GC generates a random
key Kg as the group key.

Fig. 3. Message Sequence Diagram between an ED wanting to form a group
and the BS

3) Group Join: After the designation of theGC, the subse-
quent group joining requests must be directed to (and handled)
by theGC. Nodes will know about the existence of the group
upon the reception of group identifier sent by an authenticated
broadcast using theµTESLA proposed in [2].

Fig. 4. Message Sequence Diagram between an ED and the GC

After receiving the broadcasted group identifierGid, a node
A that wants to join the group calculates the pair-wise key
shared with theGC, according to the Blundo mechanism.
The nodeA then sends ajoin-requestmessage to the group
controllerGC, which has the following structure:

IDA|Gid|MAC(KA,GC , IDA, Gid)) (1)

In the second step, theGC sends ajoin-responsemessage
with the following structure:

{Kg, addgr}KA,GC
(2)

4) Group Leave: A node leave may be initiated by the
node itself upon sending a leave-request message to its group
controller, or initiated by the group controller, which may
delete the node from the group.

The group leave operation when initiated by a leaving end
device is shown in Fig. 5.

III. E VALUATION

A. Performance Analysis

1) Storage cost:The additional computation overhead for
calculating the pairwise key is almost negligible (requirest

Fig. 5. The Leaving Operation

modular additions andt modular multiplications overFq).
To use Blundo’s theory, each sensor nodei needs to store
a t-degree polynomialf(i, x), which occupies(t + 1) log q
storage space. As a result, if a key is ofq-bits, a regular sensor
node has to store(t+2) keys.

2) Communication cost:The proposed scheme requires one
global broadcast for sending the group controller identifier.
The GC may receiveN join requests and needs to send the
group key toN members. Thus, to set up the group key among
N members, it requires2N unicasts and one global broadcast.

B. Security analysis

• Security of the GC: Only the base station can authorize
a node to act as a group controller We usedµTESLA
to perform authenticated broadcast between aGC and
all nodes in the network. This scheme guarantees the
authentication and the freshness of the packets sent by
the GC.

• Protection against replay attacks: An intruder can hear
the join or leave requests and replay it byte-by-byte to
the GC. This request is automatically rejected by theGC
because the member already exists in the membership
table. Thus, replay attacks is not possible in bothjoin
and leaveoperations.

• Prevention against decoding previous and future mes-
sages within a group: the forward secrecy and the back-
ward secrecy are guaranteed by updating the group key
in each join and leave operations.

IV. CONCLUSION

In this poster, we have proposed, SeGCom, a simple yet
efficient new mechanism for supporting secure group com-
munication in cluster-tree Wireless Sensor Networks (WSNs),
where a group is defined as a set of sensor nodes producing
the same type of sensory data. Our analysis shows that the
proposed scheme is efficient in terms of computations, which
is adequate for constrained-resourcesWSNs. In addition, we
have shown that SeGCom is immune against several attacks.
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Abstract—We propose a new technique for solving the problem
of routing efficiency in case of increased mobility in wireless
sensor networks. The method is inspired from cellular automata
algorithms and uses local rules to construct and maintain clusters.
We evaluate the idea through simulations and show its validity.

I. INTRODUCTION

Mobility has become one of the most important require-
ments for wireless sensor networks applications. Due to its
negative effects (frequent and random topology changes lead-
ing to breaks in the communication links) we end up with
higher power consumption and lower quality of service. To
solve these drawbacks an overlay network can be used to
reduce the effects of mobility. As a consequence, a highly
dynamic topology appears as almost static to the upper layers.
It has been proven that the packet delivery delays are reduced
in a hierarchical structure compared to a flat one, thus resulting
in better routing efficiency. In large mobile scenarios, the flat
hierarchical structure produces excessive route-maintenance
traffic that can saturate the network. Clustering in mobile
networks can be seen as a virtual partitioning of the moving
nodes into various groups with respect to the distance to others
or their motion correlations. The highly dynamic nature of
mobile ad-hoc networks results in frequent and unpredictable
changes of the topology. Additionally, it has been proven that
the classic routing techniques (either proactive or reactive) in
large-scale, dynamic MANETs do not perform well and are
inefficient in maintaining accurate paths. Introducing hierarchy
is a technique to increase the network performance by delegat-
ing to a subset of nodes the task of performing long distance
communications. The basic idea behind clustering is to form
groups (clusters) of neighboring nodes from the flat structure
of the network. Within each cluster, a node (leader) is selected
to communicate with other clusters on behalf of its neighbors.
In addition to packet routing and forwarding, cluster heads
can also control the channel scheduling and aggregate the data
within its domain.

II. RELATED WORK

The concept of clustering has had a lot of attention from
two research communities: MANETs and Wireless Sensor
Networks. The former relied on more capable devices in
terms of available energy, transmission range and propagation
properties. The later had to deal with a lot more restrictions:

the nodes are asleep most the time to save energy; they
communicate on much shorter ranges with a lot less through-
put. Information loss due to radio interference and battery
depletion is a common characteristic of the network. A short
enumeration of well-known algorithms is presented. Weight-
based clustering algorithms assign to each node in the network
an application specific measure, which usually includes a
number of parameters related to how suitable the node is
for the cluster head role. Examples of such algorithms are:
LCA [5], DCA [114,44], DMAC [2], G-DMAC [1], K-CONID
[9], WCA [4], C4SD [13]. Time-based algorithms enable the
election of cluster head nodes based on the order in time
when the potential nodes announce their candidacy. Examples
of algorithms are: Passive clustering algorithm [6] and ACE
clustering algorithm [3]. Probabilistic protocols are designed
mainly for static networks (e.g. static Wireless Sensor Net-
works), as they run in synchronized rounds for balancing the
energy consumption. Representative algorithms are: LEACH
[7], HEED [11], MOCA [12], EEMC [8]. Protocols with
decisions based on semantic information: Smart Clustering
algorithm [10], Tandem [13]. One of the newest algorithms
are GBL [14] and DDVC and DDLC [15]. They are using
either Doppler shift of GPS to measure the relative motion.
The first approach is using a new technique but is not accurate
enough for low-speed estimates. The second one uses a strong
assumption: GPS.

Algorithm Mobile nodes Assumptions
LEACH No static nodes
MOBIC Yes RSSI
WCA Yes RSSI/GPS
CM, CM-IR Yes GPS
GBL Yes GPS
our approach Yes none

TABLE I
ASSUMPTIONS TAKEN BY DIFFERENT ALGORITHMS

III. THE ALGORITHM

Our technique is inspired by cellular automata algorithms
where simple, local only interactions lead to complex global
behavior of the system. In our case, d-hop neighborhood
is defining the local interaction. Since the topology of the
network is dynamic (mobile nodes), the overlaying layer
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has to hide to the upper ones the increased mobility. The
authors of related papers presume the existence of additional
information like GPS coordinates, Doppler shift of GPS, RSSI
readings, mobility estimations, speed values of the nodes etc
as helping points. Although for some application scenarios
(outdoor deployments) this is a feasible approach, in most
of the cases, the lack of a connection to the satellites or
the unreliable radio measurements caused by interferences or
propagation problems, signify that such strong assumptions are
impractical. Mobility estimation can be obtained when there
is a degree of correlation within the trajectories of the nodes.
Due to all these reasons, our main contribution is to create
an algorithm that relies only on the information provided by
the distributed local interactions between the nodes. In this
way we are not limited to outdoor deployments with non-
random trajectories and we do not need expensive equipments
in terms of energy consumption (GPS). We now can extend
the applicability of our approach to any scenario: indoors,
outdoors or mixed.

A. Cluster formation and maintenance

The cluster formation technique is inspired by the physical
laws (the principle of equilibrium of gasses inside a con-
tainer). They balance each other so that in time they stabilize
while their molecules move randomly. We use the concept
of pressure (shared variable between the nodes of a cluster)
to describe the probability of a node to impose its cluster
ID assignment to its neighbors. Local rules that maintain
the equilibrium are: 1. pressure diffusion inside the clusters,
2. pressure exchange between the clusters and 3. Cluster
election rule. The later one is based on either majority voting
(counting the number of neighbors belonging to different
clusters) or pressure imposing. These simple interactions are
able to maintain almost fixed network domains (clusters) while
the actual nodes are moving.

B. Cluster head election

The decision of which node to use as a cluster head is taken
based on domain change frequency of the nodes and their d-
hop neighbors: the higher the value, the less the probability
of becoming a cluster head and the vice versa. In this way,
nodes that change less times their domain(cluster assignment),
meaning they are either less mobile or are located further away
from the cluster border, have a higher chance of becoming
cluster heads. Their stability is crucial for the packet loss
metrics.

IV. SIMULATION RESULTS

To validate our technique we simulate the mobility scenario
using a Random Waypoint model with Matlab. As shown in the
Figure 1, the clusters are stable even after 200 points in time
and move slowly. A node can cover the space from a minimum
of 0.01 [unit]/time to a maximum of 0.1 [unit]/time. The sum
of all pressures inside a domain is constant through simulation
time. The average number of nodes per cluster is 125 out of a
total of 500 (Figure 2). Compared to GBL[14] and DDVC[15]

Fig. 1. Clusters after 200 time steps

Fig. 2. Nodes per cluster

where nearby nodes with similar mobility patterns (detected
through GPS or Doppler shift), are clustered, we do not use
any information about the motion of individual nodes. In this
way, our technique can be used for random motion patterns.
In DDVC[15] a cluster head is in charge of its corresponding
cluster formation (acceptance of nodes as members) and has
knowledge of all its members, acting as a central authority.
Such an approach is not fully de-centralized and although it
does not need coordination from the gateway still involves a
lot of micro-management by the cluster-head. This approach
is feasible when groups of nodes are easy to track. When
randomness occurs in the motion such an approach is not
feasible. As a consequence, a fully distributed approach is
needed, where gradients established in the network are able to
direct packets toward the cluster-heads. Additional knowledge
about all the cluster members is not needed.

The cluster change frequency graph shows which nodes
are potentially good candidates as cluster heads (Figure 3).
The nodes in the corners did not change often their cluster
assignment so they have a high election probability. Nodes in
the center have less probability due to their increased changing
frequency.
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Fig. 3. Cluster ID variation

V. CONCLUSION AND FUTURE WORK

Our new technique constructs a static overlay network
on top of the mobile infrastructure. We hide to the upper
layers (routing) the increased dynamic topology. Our pre-
liminary simulation results validate our starting approach as
highly promising. Our solution has three major improvements
compared to other algorithms: 1. it is a fully de-centralized
(distributed) approach (it uses only the local interaction be-
tween the nodes); 2. It uses no hard-assumptions like GPS
coordinates or correlated movement of the nodes; 3. It uses no
motion prediction (we can apply our methodology to totally
random motion scenarios). The obtained freedom allows us
to create application scenarios like: indoor spaces, mixed
indoor-outdoor spaces, random motion of the nodes, high node
density. In future publications we will formalize our solution
as well as add an in-depth comparison to state of the art
algorithms like GBL and DDVC.
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Abstract—Wireless Sensor Networks (WSN) are composed of
nodes having several distinguishing characteristics. They have
very low processing power and require very low energy con-
sumption. As such, it was impossible to apply classical signature
based schemes which are resource consuming. However, it has
been recently demonstrated that public key cryptography can be
applied in these tiny nodes. These include elliptic curve cryp-
tography (ECC), identity based signature (IDS), short signature,
ECC based IBS signature, and certificateless signature (CLS). In
this paper, we describe the most efficient signature schemes in
WSN. We provide the pros and cons of each scheme and evaluate
quantitatively the energy consumption for each signature scheme.

I. I NTRODUCTION

Wireless sensor networks (WSNs) are ad hoc networks
comprised mainly of small sensor nodes with limited
resources and one or more base stations (BSs). They control
and provide information about the area being monitored to the
rest of the system. When deployed for critical applications,
WSNs are likely to be attacked and it is thus important to
design security solutions particularly tailored to their needs.
Signature schemes are vital for source authentication service
in wireless sensor networks.

With the recent advent of elliptic curve cryptography and
its use in a wide range of applications, the result is smaller
key sizes, significant bandwidth savings, and faster imple-
mentations; which are features especially attractive for secu-
rity applications in devices where computational power and
integrated circuit space are limited, such as sensor nodes.
Further, ECC arithmetic is based on simple point addition and
multiplication. The Elliptic Curve Digital Signature Algorithm
(ECDSA) [2] is the elliptic curve analogue of the Digital Sig-
nature Algorithm (DSA) [3]. The ECDSA signature generation
requires one point multiplication, one integer inversion, two
integer-multiplications and one SHA-1 invocation on the mes-
sage. Verification requires an additional point multiplication
operation.
Furthermore, identity based signature (IDS) [4] is an efficient
scheme which is applied in most security services in WSN. An
identity based crypto-system is a system that allows a publicly
known identifier, such as an IP address or a host name, to be
used as the public key component of a public/private key pair
in a crypto-system. Several ID-based signature schemes have

been proposed over the last years [5].
Identity based signatures suffer from key escrow attack [4].
Thus, a certificateless signature scheme (CLS) was designed
[8], which combines the advantages of certificate based
schemes and ID based schemes by eliminating the need for
certificates.
In addition, with the advent of more powerful classes of nodes
namely Imotes, it has become possible to use pairing based
cryptography in the context of WSNs. Two types of pairings
have been considered: the Weil pairing and the Tate pairing.
According to [6], the latter is more efficient.
Since WSNs have strong bandwidth constraints, signature
schemes based on short signatures would be adequate for
such networks. Short signature schemes from pairing based
cryptography offer signatures using 160 bits for a level of
security similar to that offered by 320-bit DSA signatures [7].
ECC based ID-Signature does not require expensive pairing
computations and uses only the ECC operations. Bellare-
Namprempre-Neven signature (BNN-IDS) adopts this scheme
and is further adapted to wireless sensor networks and is there-
fore very efficient [9]. It needs only three point multiplications
for signature verification.

II. SIGNATURE SCHEMES IN WSN

Adding security in a resource constrained wireless sensor
network with minimum overhead provides significant chal-
lenges, and is an ongoing area of research. In Table I we
describe the most adequate signature schemes in wireless
sensor networks . Many signature schemes can be based on
these selected signatures and may offer efficient authentication
schemes.
The signature size of Boneh-Lynn-Schacham (BLS) [7], CLS
[8], ECDSA [2], IDS [4] and vBNN (variant-BNN) [9] is
computed in order to have the same level of security similar
to that of RSA-1024 bit. The point multiplication and pairing
operation are the most time-consuming operations.
Although pairing has many desirable properties for securing
resource-constrained sensor networks, it has been found to be
one of the most expensive operations in terms of computational
complexity and memory requirement.
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III. A QUANTITATIVE PERFORMANCECOMPARISON

Table III summarizes the energy consumption of the differ-
ent signature schemes we evaluated. Our estimation assume
Mica2 motes [10] whose parameters are given in Table II.
Using such Mica2 mote, the pairing computation needs 3.102s
[12] and point multiplication operation needs 0.81s [11].
Moreover, we assume that a single 802.15.4 packet is enough
to carry the entire payload [1]. A Mica2 mote needs to transmit
up to 133 bytes in the physical layer, including an additional
31 bytes packet header [1]. Hence, the energy consumption
with respect to communication is the same for all schemes.
Let N be the neighborhood density of a sensor node. In order
to broadcast a message to the whole WSN, a sensor node has
to retransmit once , receiveN times the same message and
verify the signature. Indeed, the energy consumption related
to transmitting a message equals3× 27× 133× 8/12, 400 =
6.950mJ while the energy consumption on receiving message
is 3 × 10 × 133 × 8/12, 400 = 2.574mJ . Thus, the energy
consumption due to communication is

6, 950 + 2, 574×NmJ (1)

The overall energy consumption of a sensor node is the sum
of the energy consumption due to computation and the energy
consumption due to communication. The energy consumption
due to communication depends on the maximum payload
size. Hence, if we change the maximum payload size, the
energy consumption of the different schemes changes since at
least an additional packet must carry the payload. The energy
consumption due to computation can be computed following
this formula.The energy consumption due to computation =
Power Level× current draw in active mode× number of
operations× time of the operation. For instance, according to
this formula the energy consumption due to computation in a
sensor node during an ECDSA signature verification is :3.0×
8.0×2×0.81 = 38.88mJ . IDS and BLS are the most energy-
consuming signatures since they use two pairing computations
for signature verification. ECDSA signature offers a moderate
energy consumption since signature verification needs only
two point multiplication operations. ECDSA signature is the
most energy efficient signature in wireless sensor network
but it needs to transmit the certificate and the public key.
Moreover, in order to support many sources, it needs a data
structure (Bloom Filter or Merkle Tree) or more memory for
public key verification. Thus, ID based signature schemes can
be a good alternative to deal with multiple sources. Further,
vBNN-IDS signature combines the advantages of ID based
signature and elliptic curve cryptography.

IV. CONCLUSION

Applying signature schemes in wireless sensor networks has
gain significant interest over the last years. ID based signature
which uses only ECC operations seem to provide the best
tradeoff security/energy consumption and are, therefore most
suitable for WSN security applications.

TABLE I
SELECTED SIGNATURE SCHEMES

ECDSA IDS BLS vBNN CLS

Sig gen 1pMult 1Exp+1pMult 1mExpon 2pMult 1pMult

Sig verif 2pMult 2pa+1Exp 2pa 3pMult 1pMult+1pa

Sig Size(bytes) 40 52 20 83 20
Sig gen: signature generation, Sig verif:signature verification,Sig

Size:signature size,pMult:Point Multiplication,pa: pairing computation,
mExpon:modular exponentiation, Exp: exponentiation.

TABLE II
M ICA2 MOTE CONFIGURATION

Power level 3.0v

Current Draw in active mode 8.0mA

Receiving current draw 10mA

Transmitting current draw 27mA

Data rate 12.4kbps

Processor 8Mhz,8bit processor ATmega128L

TABLE III
ENERGY CONSUMPTION OF THEDIFFERENTSIGNATURE SCHEMES

Energy Computation Energy Consumption

ECDSA 38.88mJ 45.830+2.574N

vBNN-IBS 58.32mJ 65.270+2.574N

IDS 148.896mJ 155.846+2.574N

BLS 148.896mJ 155.846+2.574N

CLS 93.88mJ 100.830+2.574N
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Abstract—In this poster, we describe the design and deploy-
ment of a prototype using Wireless Sensor Networks (WSN)
to detect fire at Mena during Al-Hadj (Islamic Pilgrimage)
season. Druing Al-Hadj season people stay in camps at Mena
area where there is no infrastructure. Taking into account the
huge number of pilgrims during Al-Hadj season, fire incidents
would cause serious troubles when they happen. Therefore, it is
fundamental to rely on recent technologies to guarantee pilgrims’
safety against fires. The use of WSNs can significantly reduce
the danger and destructive impact of fire as this pervasive and
ubiquitous technology is able to provide real-time detection and
monitoring of fires. In this poster, we present a small prototype
that demonstrates how to use WSNs for monitroing fire during
Al-Hadj season. The prototype was implemented and tested on
map of Mena area.

I. INTRODUCTION

Fire is one of the most serious dangers pilgrims might face
in Makkah holy land during Al-Hadj season. It spreads quickly
and leads to a lot of damages. There are many techniques to
detect fire most of them are wire-based. Fire detection is very
challenging particularly in open areas with no infrastructures
(historical building, camps, Al-Hadj). The emerging WSN
technology is a promising candidate that enables online and
real-time monitoring for indoor and outdoor environments.
WSNs contain a large number of devices that integrate sensors,
processors, memories, and network interfaces. Each device is
typically small, low-cost, run on batteries, and communicates
over low-power links.
At Al- Hadj seasons pilgrims stay only for a few days each
year, thus, it is costly and not efficient to establish a complex
infrastructure for fire detection. Using WSNs to detect fire
appears to be a perfect solution.

II. THE FIRE DETECTION MONITORING APPLICATION

This work aims at taking benefit from WSNs to serve civil
agents and pilgrims by providing early alarm when fires occur.
Wire-based systems are expensive to install and maintain
especially when people will stay only a few days during a
year. In what follows, we present the most important features
of our application.

Fig. 1. Hierarchical Routing

A. System architecture

The fire detection system is structured as a two-tier system.
The first tier is the wireless sensor network used for data
collection, which are mainly environmental sensory data in-
cluding temperature, light and humidity. After acquisition, data
is routed to a special sink node (root of the tree), which gathers
all data and send them the control station, which extracts and
analyses the received data from the sensors.

In our fire detection application, we rely on static hierarchi-
cal routing (as shown in Fig. 1) where the network is divided
into clusters, and each cluster has a master node, referred
to as cluster-head , which has more powerful capabilities as
compared to normal sensor nodes. Thus, the cluster-head can
be used to process and send the information while low energy
nodes can be used to perform the sensing tasks.

B. Prototype description

The fire detection application prototype consisted of 12
TelosB sensor nodes [2] used for sensing, 5 TelosB nodes
used as cluster-heads and one control station. Figure 2 presents
the test-bed used in our experiments. The sensing units and

 

Fig. 2. Map of Mena area used in our prototype
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the cluster-heads are distributed in the area where the sensing
nodes read the environmental data every 500 ms in regular
temperature status (i.e. no fire). When a fire is detected, the
sensing period automatically decreases in high temperature
as is set to 250 ms. Data is then transmitted to the cluster-
head and then routed along the tree until reaching the control
station. The cluster-head is responsible of delivering packets
to the control station, which will process and analyze the data
to extract the necessary information. The program enables to
show the map of the controlled area and the (static) positions
of the deployed sensor nodes. The monitoring application,
implemented with Java, gives a colored-view of sensors which
reflects their states. A green sensor nodes means that the area
where it is deployed is safe and no fire is detected. A red
sensor nodes means that it has detected a fire in his area. An
orange-colored sensor nodes means that its area is closed to a
burning area. In addition to that, alarms and alert messages will
appear whenever a fire is detected. The monitoring application
also show how the fire is spread in the monitored area.

C. System Implementation

In this section, we will present an overview of the fire
detection application interfaces. Figure 3 shows the main
window of the application, which provides the main possible
operations of the system.

Fig. 3. The Main Window

Figure 4 presents the Live Monitoring service, which
provide a real-time and online snapshot on the status of the
controlled area.It can be observed in Figure 4 a fire that has
been detected in the region 8-2 in Mena area. This fire was
reported to the control station in real-time. An alarm is then
triggered as shown in Figure 5.

Finally, Figure 6 presents the GUI a chart that shows the
variation of environmental data in different sensor nodes.

III. CONCLUSIONS

In this poster, we presented a fire detection application
prototype designed for monitoring fires during Al-Hadj rituals.
This endeavor shows that wireless sensor networks have a
great potential for improving surveillance services during Al-
Hadj. In fact, we have also designed and implemented another

prototype for pilgrims tracking, showing how WSNs can be
very effective in eliminating the pilgrim loss problem during
Al-Hadj. Demos of these application are availale in [3]. As
a future work, we are currently working on implementing
this prototype in a real-world environment to demonstrate its
effectiveness in reality.

Fig. 4. The Live Monitoring service interface

Fig. 5. The Alarm Window

Fig. 6. Data Analysis Chart
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Abstract—The fast technological growth in the 
physiological sensors, the integrated circuits with 
weak consumption and the wireless communication 
allowed a new generation of wireless sensors network. 
Biomedical applications based on this WSN provide a 
huge potential for the remote control and the 
monitoring of patients health. Furthermore, the 
increasing number of measurable physiological 
parameters provokes a complexity, variety and 
enormous number of devices that must be deployed in 
the body. This framework aims to give a solution for 
the configuration of body sensor network in response 
of these challenges.   

 

I. INTRODUCTION 

Unlike the technology based on the wired 
communication, the WSNhave a less cost [1], denser 
deployment, free, mobility, and flexibility infrastructure 
with easy maintenance. These features offer great 
performances for the biomedical applications. In other 
hand, the body sensor network (BSN) presents the main 
clause of the biomedical structure. For this reason, we 
look to develop a biomedical wireless sensor network 
project (BWSN) based on dynamic configuration of 
BSN. The management of the network and the results 
obtained are given in this framework. 

II. DESCRIPTION  

The Telosb [2] motes are used to collect and transmit 
data from the BSN to the base station. The set of 
deployed devices use Zigbee standard for communication 
which characterized by low power consumption and low 
data rate [3]. Theses features present an impediment 
against the requirement of the biomedical applications 
[4]. For this reason, the management of the network can 
improve the efficiency, reliability and optimize the 

operation of the application. 

 

Fig.  1.    Structure of Biomedical Application 

 

III. IMPLEMENTATION 

In this phase, we used the TinyOS [5] operation 
system with NesC [6] language. Furthermore, we used 
NetBeans IDE 6.7   with java language in Spine [7] 
framework for the design of WSN application based on 
star topology. 

A. Implementation Of Nodes 

Each node contains a unique ID. The implementation 
of this mote must return the data collected from the 
sensor. This data transmitted to the base station to be 
transferred to the PC where the doctor can monitor the 
evolution of the physiological parameters. To do that, we 
use TinyOS and NesC language. For the sensors related 
to the node, we utilize the predefined libraries. But, for 
the specific devices (EKG, Blood presser, etc.) we must 

IEEE 802.15.4

Body Sensor Network Base station Graphic User Interface Doctor
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custom the libraries and the codes to operate the sensor.    

B. Implementation Of Base Station 

The set of data collected from the nodes must be 
aggregated and transferred to the PC. Each data can be 
transmitted in one or more channels.  

C. Management Of BSN    

In the hospital, many parameters of many patients can 
be supervised and controlled. For this reason, it appears 
very important to manage the network to improve these 
capabilities: 

 Minimize energy consumption  

 Minimize data rate  

 Scan the network  

 Analyze the data  

 Make easy diagnosis of network 

 Improve reliability 

 Dynamic reconfiguration   

 

Fig.  2.    Interface API based on Java (NetBeans) 

 

IV. RESULTS 

To avoid the constraints of biomedical applications 
(huge number of patients, complexity of the network, 
etc.), our work consists of developing a dynamic 
configuration of the network (add or delete node, detect 
or replace existing node, etc.).  

Depending of the patient situation (case of risk or 
normal situation), the network change configuration to 
improve the capabilities of application. 

 

Fig. 3.   Dynamic Configuration 

 

V. CONCLUSION 

The main objective of this poster is to study the 
importance of the dynamic configuration in biomedical 
applications and its effects on the performance of the 
network. 
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Abstract—The purpose of the present work is to propose
a network architecture for long range distributed control and
diagnosis. In Networked Control Systems (NCS), the architecture
of the network plays a vital role in the distant teleoperation which
includes remote control, diagnosis and surveillance applications.
Management of network resources with respect to application
needs and ensuring all the way an acceptable level of quality of
service (QoS) requires a network centric control/communication
co-design approach.

I. INTRODUCTION

Wireless networks are getting popular among control en-
gineers as they are preferred in scenarios with a number
of mobile autonomous systems communicating with each
other for distributed intelligence. However, for high level
supervision and control, mobile ad hoc networks communicate
with infrastructure for long range teleoperation applications.
Using wireless networks simplify the design and cut down
installation and maintenance cost in industrial systems. Net-
worked control systems are widely used in manufacturing
industry, robotics, biomedical and even in aeronautics and
space applications.

For the present work, we are considering a general prob-
lem of network design for long range teleoperation of an
autonomous application. By long range, we have two aspects.
First, it can be taken as the long range communication proto-
cols e.g. cellular communication, satellite networks and relay
stations etc. Secondly, long range may be used to emphasize
on heterogeneous networks with preference to hierarchical
architecture as in [1] and [2]. This is of utmost importance
as the information passes through various networks using
different MAC protocols and service mechanisms to trans-
port control data packets in heterogeneous/hybrid NCS. We
differentiate between hybrid and heterogeneous networks as
former describe network employing same physical layer while
the later uses different physical media for communication [3].

II. QUALITY OF SERVICE

The quality of service (QoS) as defined by ITU-T is the
collective effect of service performance which determine the
degree of satisfaction of the service user. While IETF considers
it as the ability to segment traffic or differentiate between
traffic types in order for the network to treat certain traffic
flows differently from others [4].

With concern to network, the QoS is the ability of a network
element to have some level of assurance that its traffic and
service requirements can be satisfied [5]. Thus QoS manages
bandwidth according to the network flexibility and application
needs.

III. QUALITY OF CONTROL

The quality of control (QoC) in feedback systems en-
sures stability and performance specifications exhibited in
time/frequency domain terminology. For example overshoot,
rise time tr and steady state error (ess) are time domain
parameters for control system performance. In frequency do-
main, usually gain (G.M) and phase margin (P.M) reflects the
closed loop stability and performance, while delay margin
(D.M) gives robustness against delay. In simple words, the
QoC refers to the quality of performance that is achieved as
per control objectives after ensuring stability of the system. An
obvious measure of control quality is the regulation or tracking
error. Usually, integral of the absolute error (IAE) and integral
time absolute error (ITAE), are used to evaluate the control
system design and performance. IAE is the integral of the
absolute error and ITAE is the integral of the time multiplied
by the absolute error. In literature like in [6] and [7], the two
parameters ITAE and IAE are expressed in equations (1) and
(2) as:

I.A.E =
kf∑

k=k0

| rk − yk | (1)

I.T.A.E =
kf∑

k=k0

k · | rk − yk | (2)

Where rk − yk = ek is the error between the actual and
reference trajectories between the initial and final times of the
evaluation period in discrete time.

IV. CO-DESIGN OBJECTIVES

The essence of the control/communication co-design prob-
lem in NCS is to allocate network resources to ensure a
certain level of quality of control. Generally, control engineers
used to model a network in the closed loop by a worst case
delay and then perform robustness and stability analysis for
time/frequency domain performance parameters. However, in
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Fig. 1. Block level Control-Communication Co-design Approach.

actual, the delay is varying and random. Also, some other net-
work characteristics e.g. network protocol, congestion, traffic
load, number of nodes, network imperfections like collision
and retransmission of messages should also be taken into
account as they influence the quality of service offered by
the network.

This refers to [8], where authors estimate the stability re-
gions by varying sampling rate. The NCS considered assumes
event driven controller and clock driven (periodic) sensors.
However [9] considers the random network delays and solve
the control problem by using a DT jump system approach.
In [10], a hybrid priority scheme is implemented for message
scheduling to ensure QoS and QoC over CAN networks.

The general purpose co-design framework for heteroge-
neous/hybrid networked control systems is presented in Figure
1. First of all, global objectives are generated according
to the mission requirements. Then controller is designed in
Matlab/Simulink environment for the dynamic system which
gives suitable control quality. In parallel, wireless network
architecture is designed in OPNET by utilizing heterogeneous
communication protocols, keeping in view the cost, range and
energy requirements. The two tier architecture is connected
through a gateway, which further adds dynamics in the loop
in terms of packet losses, queuing and processing delay. The
resulting delay and jitter characterizations are simulated with
the closed loop system dynamics. If the performance is not
satisfied, some tuning methods are considered for controller
as well as network for a successful design.

V. CO-DESIGN AS AN OPTIMIZATION PROBLEM

The co-design problem in NCS can be formulated as
a constrained optimization problem in engineering systems
[11]. The objective is to maximize the QoC by minimizing
ITAE/IAE metrics and ensuring maximum QoS in a heteroge-
neous network with QoS class definitions, taking into account
the constraints of limited bandwidth, packet loss rate, delays
and jitter.

Consider a NCS where the plant and controller are con-
nected via a heterogeneous network tier ’y’ with Ł links, each
with a capacity C` packets per second. It is assumed that the
network protocol is connection oriented with QoS classes for
different flows. Three parameters are used to define each QoS
class Q, namely the bandwidth required β` (Hz), the delay
guarantee (upper bound) δc,ub (seconds) and a probability
lower bound for successful packet transmission across the
unreliable network denoted by ℘q,lb. Only the delay due to
transmission time is considered, ignoring propagation delay as
it is constant for the optimization parameters [12]. Łc is the
set of traffic using link ` and C` is the set of links traversed
by QoS class Q. The number of packets dynamically admitted
in the qth traffic class is denoted by nc.

maximize QoSy (3)

subject to
∑

qεQ`
βqnq ≤ C`,∀`∏

`εŁq
℘` ≥ ℘q,lb,∀q

βqnq ≥ Rq,∀q
nq/C` = dq,`

℘` ≤ ℘`,ub

β`, C`, ℘`, δc,ub, ℘q,lb ≥ 0

The constraints shown in equation (3) above includes the
link capacity, delivery probability, data-rate guarantee, end
to end delay guarantee and the positivity constraints respec-
tively. For heterogeneous network the optimization need to
be performed in each network tier ’y’ for global performance
optimization. Furthermore, these constraints will emerge in
optimizing routing as well as network resources to maximize
QoC in NCS relying on the networked communication.

VI. APPLICATION TO NETWORKED TELEOPERATION

In networked teleoperation, the operator is manipulating an
autonomous vehicle via communication link with sufficient
reliability and bandwidth [13]. This implies that some of
the constraints mentioned above in equation (3) should be
followed depending upon the network architecture. If the
communication architecture is ad hoc, infrastructure based or
a mix of two, the requirements on the QoS will be different
to ensure an acceptable QoC. For example, in mobile ad hoc
networks, there is no fixed structure, the nodes move as per
mission requirements e.g. in formation or random trajectories
[14]. In such cases, a cooperative communication plan can
also be considered, which will be robust to packet loss and
delays. The optimization parameters are constrained by battery
utilization, routing and packet loss rate. In infrastructure based
teleoperation, the topology is well defined and QoS policies
can be easily configured. Typical constraints include link
capacity, data rate and end to end delay guarantees.
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Fig. 2. NeCS-Car System level block diagram

A. Data communication requirements

In general, the control data usually requires small packet
size with strict delay guarantees. To achieve this objective, the
control engineers propose over-sampling the command data
(without acknowledgment request from the recipient) so that
most of the packets respect deadlines (sampling periods) as
per application requirements. In addition, a video link is band-
width greedy and being the integral part of the teleoperation,
so that the operator can visualize the effect of his command
[15]. To augment the effects of telepresence, force feedback
is proposed which demands communicating the force exerted
on the remote side to the operator for better sensing. The data
rate guarantee and link capacity is applicable to video flow.
While end to end delay guarantee is necessary for control and
feedback information.

B. NeCS Car teleoperation test bench

The NeCS Car is a dedicated platform for teleoperation
maintained by Networked Control System (NeCS) team at
the Control Systems department of GIPSA lab. A remote
operator can drive the car via a hybrid (Ethernet + WLAN)
networked communication by observing the video and force
feedback. The system has an embedded PC installed on the
mobile part while the control station has 2 PCs for video
and control system. The embedded network is Ethernet based
to communicate between controller, image processor and IP
video camera. These devices are connected with a 100 Mbps
switch which is further connected to a WLAN router. The on
board control data (speed, position, wheel rotation etc) is sent
over UDP, 40 bytes every 1ms (40Kbps). About 20% of the
traffic sent over UDP is lost but it doesn’t affect controller’s
performance. For image data, TCP is used to ensure successful

Fig. 3. IEEE 802.11e QoS Options

transmission. The reason is that image data has large packet
size and a little loss of un sequenced MPEG compressed
stream can emerge into a number of missing frames reducing
video quality. The image data is about 40Kb sent every 40ms
i.e. 1 Mbps after compression at the mobile platform.

The Windowsr XP is installed in all PCs. However, for real
time communication of controller, Ardence RTXr interface
is used. Controller is designed in Matlab/Simulink and it is
converted to RTX which is a rapid prototyping product by
Quanser. RTXr provides rapid start-up, direct control and
ownership of scheduling, the highest availability, and use of
the Windows development tools and common Windows APIs.
Real-Time TCP/IP, included with RTXr, provides tools to
embed high performance real-time networking protocols into
systems and applications. This is possible with the A/D and
D/A converters on the Data Acquisition and Control Buffer
(DACB) communicating with WinCon using the Real Time
Execution (RTXr) Workshop installed in Simulink.

C. QoS oriented architecture

The hybrid architecture shown above uses the default best
effort communication. We need to optimize the link usage
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Fig. 4. Comparison of DCF and HCF throughput (bps)

Fig. 5. Comparison of DCF and HCF delay (sec)

with QoS preference in order to improve teleoperation and
telepresence effects. Considering the wireless link as a possible
bottleneck, the 802.11e is simulated between the the operator
node (fixed) and the NeCS car (mobile) in OPNET Modeler
which offers graphical discrete event network simulation and
user interface. In [16], an effort is made to estimate maximum
and minimum delays for wireless networked control systems
using 802.11e quality of service. Video data traffic with access
category offering greater transmission opportunity window
(TXOP) and shorter arbitrary inter frame spaces (AIFS) and
contention window (CW) is scheduled for QoS flow. A com-
parison of the throughput and delay offered by HCF (EDCA)
and DCF with two different packet size (Case 1: Uniformly
chosen between 1000 and 1500 bytes and Case 2: Uniformly
chosen between 500 and 750 bytes) is shown in Figure 4 and
5 respectively.

It is interesting to conclude that while HCF offers an aug-
mented flow, the corresponding delay also increases. However,
packet size can be reduced to reduce delays with sufficiently
high data rate as compared to DCF. As shown in Figure 3,
the 802.11e supports the default DCF mode for backward

compatibility, it is advisable to use QoS enabled frames as
per need. The co-design approach thus concludes that when
high data rate video is needed to send as a priority, HCF is
the mode of choice; whereas, for control data which requires
minimum delay, DCF is sufficient.

VII. CONCLUSION

This paper describes the co-design problem in NCS where
the control information passes through different networks
with separate QoS specifications. In future work, dynamic
change of TXOP can also be considered by implementing
HCCA for different flows. The co-design approach proves that
understanding of network behavior can guarantee control per-
formance by respecting the architecture/application dependent
constraints mentioned in (3).
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Abstract—Establishing a protected communication 

is useful for the majority of applications in Wireless 

Sensor Networks (WSNs). The problem is how to 

establish cryptographic keys between the sensor nodes, 

in order to ensure the communications in these 

networks. It will be useless to integrate cryptographic 

algorithms in a system if the key management is weak. 

In WSNs, the management of the keys is crucial to 

make safe the communications of the nodes. Since a 

cryptosystem with public key as RSA is not feasible 

sights the limited resources of the sensor nodes, a 

symmetrical cryptosystem as RC5 is viable for WSNs. 

In this article we propose  STKM (Spanning Tree for 

Key Management in wireless sensors networks),   a new  

key management scheme based on symmetrical 

cryptography,  the evaluation of our solution shows that 

it minimizes the occupation of memory, ensure 

scalability property and resists against the most 

difficult attack; node compromising.   

Keywords—Cryptography, Key Management, Preserve 

energy, Security, Wireless sensor networks. 

 

 I. INTRODUCTION 
 

The convergence of technological advances in micro-

electronics and wireless communications has enabled the 

emergence of a promising area:  Wireless Sensors 

Networks (WSNs) came from the combination of 

embedded systems and distributed systems. The 

appearance of WSNs paved the way for a multitude of 

research areas as diverse as strategic advocating large 

deployments. The huge interest generated by research 

activities   calls for broad fields of applications in the near 

future. 

The sensors appear as miniaturized systems, equipped 

with a processing unit and storage of data, a unit of 

wireless transmission and a battery. Organized as a 

network, the sensors (or nodes) of a WSN, despite resource 

constraints in calculation capacity, storage and energy, 

have to play an essential role in quasi all domains in human 

environment. They are primarily dedicated to collect data 

from physical phenomena and send them to a base station 

[1]. However, many barriers to their common deployments 

have to be overcome before they can reach their full 

maturity. Among these obstacles, the security problem is 

acute and must be addressed adequately and in accordance 

with the binding characteristics of WSNs. Because of these 

constraints and their deployment in unattended and hostile 

environments, the different nodes of a WSN are vulnerable 

to compromise and likely a physics violation [2]. In 

addition, the use of wireless transmission makes WSNs 

permeable to all sorts of malicious tasks. Consequently, 

security is a real challenge to rise.  

 

 II. OUR SOLUTION 
 

Our idea is to build a spanning tree in a secure manner 

and conserving energy after a random deployment of 

nodes, thereafter, this tree is used for the renewal of keys. 

The base station is the initiator of the algorithm, and each 

node takes advantage of messages received, even if the 

message is not for these nodes, this allows the reduction of 

number of messages transmitted, and therefore minimize 

energy consumption. Our solution includes three phases. 

Our scheme is based on the following assumptions: 

- The sensor network is static (non-mobile nodes).  

- The sensor nodes are homogeneous: the sensor nodes are 

similar in their processing capacity, communication, energy 

and storage.  

- The deployment is random: the neighbors of any node are 

not known prior to deployment.  

- An attacker can listen to all traffic, reflect old messages, 

or inject their own messages. 

- The compromise of a node implies that all information 

stored in its memory is known by the attacker.  

- The base station has no constraints on the capabilities of 

computing, storage, and cannot be compromised.  

- The communication channels are bidirectional; if a node u 

can receive a message from node v, then u can send a 

message to v. 

A. Pre-distribution 
 

This phase is executed by the base station prior to any 

deployment:   

- Step 1: For each sensor node S assigns a unique identifie 

Si.  

- Step 2: Each node Si has a shared key with the base 

station Ki, BS to encrypt messages of the node to the base 

station, and another key K BS, i for messages from the 

opposite direction. The use of two key adds an impediment 

to the task of cryptanalysts attackers. These two keys are 

used for secure communication between nodes and base 

station and vice-versa. For example, the node can use its 

key to authenticate lectures (recorded values) sent to the 

base station. A key Kr is shared by all nodes of the 

network, this key is used to encrypt (decrypt) the messages 

immediately after deployment. 
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B. Tree construction 
 

After deployment, each node copies its key Kr  in its 

RAM (volatile memory), and removes it from its non-

volatile memory (EROM). If an attacker captures (physical 

access) a node after deployment, he will not have access to 

the key Kr. The base station initiates the algorithm by 

broadcasting the following message: 

SB→* :{SB,HELLO,0,--,MACKr(SB,CPT)}Kr;       (1) 

The purpose of this message is to discover neighboring 

nodes of base station. CPT is a counter initialized to zero 

and reflects the level in the tree (the base station is the root 

of the tree). The MAC of counter and the identifier of the 

message sender node is calculated, the message is 

encrypted by the key Kr. 

Upon receiving the message at the first time by any node 

Si:  

Algorithm 1. 
1. Recieve (msg) ; 

2. Father:= BS ; /* Father receives the identifier of the 

contents of field 1 of the message 1: The receiver node 

declares the identifier of the first message received as a 

father */ 

3. MyCount := 0 + 1 ; /* increment the counter of the 

receiving node (field 3 of  message 1) */ 

4. If (Father == BS) Then 

5. KSi,BS is the key shared between the BS and the node Si 

(pre-distributed) 

6. Else 

7. Calculation of the key shared with the father node: KSi, 

Sj := HKr ( Si || Sj || MyCount) ;       

8. Si → * : { Si, HELLO, MyCount, Father, MACKr (Si, 

MyCount, Father) }Kr ; 

Upon receipt of other messages from any node Sj including 

the base station:  

Algorithm 2. 

1. Recieve (msg) ; 

2. If (MyCount == Count – 1) & (Father == MyId) Then / 

* Count: the counter received in the message, MyId: The 

receiver node identifier * / 

3.   Add the node Si to the list of sons; 

4.  Calculation of key shared with son: KSj, Si := HKr ( Si || Sj 

|| MyCount + 1) ; /* Si is the son of node Sj, in the case 

when BS is the father node, the keys shared with the son 

are pre-distributed */ 

5.   Else  

6.   Add the node Si to the list of neighbors; 

7.   End else 

 
C .Tree maintenance and keys refresh  
 

At the end of the previous phase, each node shares a 

symmetric key with the base station, a symmetric key with 

its father node, and the key Kr shared by the whole 

network. If a father node detects that one of its sons is 

malicious, it ignores its messages, and removes it from the 

list of sons.  

In our proposal, adding new node is as follows: 

1. The new node broadcasts the message: 

Sn → * : { Sn, JOIN, Nn, MACKr ( Sn, Nn ) }Kr ; 

2. Every node in the range of transmissin of the new node 

responds with the following message: 

{Si, MonComp, Nn, Ni, MACKr (Si, MonComp, Ni)}Kr ;  

3. The new node declares the source of the first message 

received as a father, and other nodes as neighbors and 

diffuses the message: { Sn, Père, Ni }Kr ; 

4. The father node adds the new son node in its sons list, 

and neighbors’ nodes add the new node in the list of 

neighbors’ nodes. 

5. The father node and son node compute their shared key. 

 Renewal of keys is issued by the base station, either 

periodically or on demand. For each neighbor node Si, the 

base station sends the message:  

{SB, REFRESH, NSB, MACKr (SB, NSB) }KSB, i ; 

A son node of the base station receives the message, 

refresh Kr by: Kr := HKr ( Kr || NSB ), and sends to each of its 

son a message (encrypted with the symmetric key shared 

between father and son)  to refresh key with the same 

nonce NSB (to have the same key Kr). The refreshing 

message is propagated in the tree; we will have at the end 

the renewal of the network key, the renewed key is 

thereafter used. 

 

III. CONCLUSION 

 
Security is a necessity for most applications using 

WSNs, especially if the sensor nodes are deployed in 

unsafe areas, such as battlefields, strategic places (airports, 

critical buildings …). These sensor nodes operating in 

difficult access places, without protection and without 

possibility of recharging their batteries, may be subjected 

to disruptive and malicious actions. Therefore, it is 

essential to be able to ensure them an acceptable security 

level.  
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Appendix 
We present in this table a comparison of key management protocols: 

 

Metrics  

 

 

Schemes  

memory 

Complexity  

communicati

on 

Complexity   

Connectivity Resilience 

against node 

capture 

Scalability 

 

Key Infection 

[3] 

Depends on the 

number of  one 

hop neighbors (d) 

For each  

node : 2 x d 

100 % Weak Good  

BROSK [4]      1 2 x d 100 % Very weak Very good  

Lightweight 

Key 

Management 

System  [5] 

4 + 2g, where g is 

: number of group 

in network 

2 x d 100 % Very weak Very good 

Blom Scheme 

[6] 

2(λ + 1)  d + 1 100 % λ- secure
1
 Medium 

Polynomial 

scheme [7] 

λ +1 d + 1 100 % λ- secure Very good 

SPINS [8] 5 + the chain 

list of keys used 

by µTESLA 

Number of 

nodes  x 3 / 2 

100 % Weak Medium 

Random key 

pre-distribution 

[9] 

Key pool size ( m) 

+ keys identifier s  

d + 1 Probability p 

 

Dépend de 

m et de p 

Good  

q-composite 

[10] 

2 x m d + 1 p’ < p Dépend de 

m et de p’ 

Medium 

key 

management 

using 

deployment 

knowledge [11] 

d - 1 d + 1 p'’ Depends on 

d and p’’  

Good   

Dynamic key 

management 

[12] 

k keys + the keys 

identifiers    

d + 1 pc Depends on 

k and pc 

Good 

LEAP [13] (3 x d) + 2 + 

keys chain of 

µTESLA 

(2 x d) + 1 100 % Very good 

before Tmin 

 

Good  

location-based 

keys [14] 

2 x d + 1 2 x d pr λ- secure Good  

STKM 3 + number of 

sons 

d + 1 100 % Good  Good  

 

Table 1. Comparison of key management protocols. 

 

 

                                                           
1λ-secure: if the attacker have to compromise a number of nodes less or equal than λ, the rest of the network is secure.  
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Abstract—As low energy, longevity, and low cost of transmit-
ters are major requirements in wireless sensor networks (WSN),
optimizing their design under energy constraints is of paramount
importance. To this goal and in order to efficiency solve the
problem of target tracking in WSN, we develop an algorithm to
jointly estimate the target position and optimize the quantization.
We first optimize quantization for reconstructing a single sensor’s
measurement, and developing the optimal number of quantiza-
tion levels by optimizing the power scheduling if the transmitted
power is variable, and by minimizing the Cramér-Rao bound
(CRB) if transmitted power is constant for all sensors. Then, we
estimate the target position by using the variational filtering VF.
The simulation results show that the proposed method, outper-
forms both the VF algorithm using uniform quantization strategy
when each sensor generates the same number of bits, and also
much better than the VF algorithm based on binary sensors
(BSN).

I. INTRODUCTION

The problem of target tracking using wireless sensor net-
works has attracted considerable attention in both literature
and application domains. Wireless nodes are highly resource
constrained; i.e. they operate on limited battery power that
needs to be sustained so as to prolong the operational lifetime
of the network. Due to these factors, the observations are
quantized before transmission. The problem is how to adapt
the quantization level in order to minimize the error of the
target trajectory estimate.
Generally, the problem of quantizing observations to estimate
a parameter, either the target position or any other physical
field (temperature, humidity, ...), is different from the problem
of quantizing a signal for later reconstruction [1]. Instead of
reconstructing a signal, our objective is rather estimating the
target trajectory using quantized observations. Target tracking
using quantized observations is a nonlinear estimation problem
that can be solved using e.g., unscented Kalman filter (KF) [2],
particle filters [3] or variational filtering (VF) algorithm [4].
In this paper, we consider the variational approach algorithm
for solving the target tracking problem [5] since: (i) it
respects the communication constraints of sensor, (ii) the
online update of the filtering distribution and its compression
are simultaneously performed, and (iii) it has the nice property
to be model-free, ensuring the robustness of data processing.
The VF approach was only extended to Binary Sensor Network
(BSN) considering a cluster-based scheme [4]. The BSN
is based on the binary proximity observation model which

consists of making a binary decision according to the strength
of the perceived signal.
Surprisingly, for the case where quantized observations are
defined as the sign of the innovation sequence, it is possible
to derive a filter with complexity and performance very
close to the clairvoyant KF based on the analog-amplitude
observations [6].
We propose an online filtering algorithm that simultaneously
provides the optimal quantization level and the Bayesian filter-
ing distribution of the target position at each sampling instant.
The Cramér-Rao bound (CRB) and the power scheduling
provide a consistent theoretic criteria in order to optimize
the quantization level by maximizing the sensor data content
relevance. As the target position xt is unknown, the CRB is
averaged according to the target position predictive distribution
provided online by the VF algorithm.
The remainder of this paper is organized as follows. Section II
presents the quantized observation model. Then, the adaptive
quantization algorithm is presented in section III after deriving
the CRB and the power scheduling expressions based on the
predicted target position. Section IV gives some numerical
results. Finally, section V concludes the paper.

II. MODELING AND PROBLEM STATEMENT

A. Quantized observation model

Consider a wireless sensor network, in which the sensor
locations are known si = (si

1, s
i
2), i = 1, 2, ..., Ns. We are

interested in tracking a target position xt = (x1,t, x2,t)T at
each instant t (t = 1, ..., N , where N denotes the number of
observations). Consider the activated sensor i (the activation
procedure is explained in [5], its observation γi

t is modeled
by:

γi
t = K‖xt − si

t‖η + εt (1)

where εt is a Gaussian noise with zero mean and a variance
σ2

ε . η and K are known constants. The sensor transmits its
observation if and only if Rmin ≤ ‖xt − si

t‖ ≤ Rmax where
Rmax denotes the maximum distance at which the sensor
can detect the target, and Rmin is the minimum distance
from which the sensor can detect the target. Before being
transmitted the observation is quantized by partitioning the
observation space into Nt intervals Rj = [τj(t), τj+1(t)],
where j ∈ {1, ..., Nt}. Nt presents the quantization level
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 (Nt = 2nb where nb denotes the number of quantization bits
per observation) which is to be determined. The quantization
level Nt is sub-indexed by the sampling instant t since
it will be optimized online jointly with the target position
online estimation. The quantizer, assumed uniform, is specified
through: (i) the thresholds {τj(t)}j=Nt+1

j=1 , where (if η ≥ 0):
τ1(t) = KRη

min, τj(t) ≤ τj+1(t) and τNt+1(t) = KRη
max;

and (ii) the quantization rule:

yi
t = Q(γi

t) = dj + υt if γi
t ∈ [τj(t), τj+1(t)] (2)

where, the normalized dj are given by dj = τj(t)+
j−1
2 δ

τNt+1 (t)−τ1(t)
,

with δ =
τNt+1 (t)−τ1(t)

Nt
, and the quantization noise υt is a

random Gaussian noise with a zero mean and a variance σ2
υ

and Q() is the quantization function. Then, the signal received
by the cluster head is written as,

zi
t = βi

t ∗ yi
t + nt, (3)

where βi is the ith sensor channel attenuation coefficient (in
this work βi is assumed the same for all sensors) and nt is a
random Gaussian noise with a zero mean and a variance σ2

n.
In this paper, we employ a General State Evolution Model
(GSEM) instead of the kinematic parameter model [4] usually
used in tracking problems. In fact, the GSEM model, intro-
duced in [4] for visual tracking, is more practical to non-linear
and non-gaussian situations where no a priori information on
the target velocity or its acceleration is available. The next
section presents the our contribution; adaptive quantization
algorithm under constant or variable transmitted power.

III. ADAPTIVE QUANTIZATION WHERE THE
TRANSMITTING POWER IS CONSTANT FOR ALL SENSORS

A. Cramér-Rao Bound

The Cramér-Rao expresses a lower bound on the variance
of estimators of a parameter. It is at least higher as the
inverse of the Fisher Information (FI) matrix. The FI matrix
is a quantity measuring the amount of information that the
observable variable z carries about the unknown parameter x.
The FI matrix elements at the sampling instant t are given by:

[FI(xt)]l,k = Ezt|xt
[
∂ log(p(zt|xt))

∂x(l,t)

∂ log(p(zt|xt))
∂x(k,t)

],(4)

(l, k) ∈ {1, 2} × {1, 2}
where zt denotes the observation at the sampling instant t,

xt = [x1, x2]T is the unknown 2×1 vector to be estimated, and
Ezt|xt

[.] denotes the expectation with respect the likelihood
function p(zt|xt), which is given by

p(zt|xt) =
Nt−1∑

j=0

p(τj(t) < γ < τj+1(t))N (βdj , σ
2
ε ) (5)

where

p(τj(t) < γt < τj+1(t)) =
∫ τj+1(t)

τj(t)

N (ργt
(xt), σ2

n)dγt (6)

is computed according to the quantization rule defined in (2),
in which

ργt(xt) = K‖xt − sm
t ‖η,m = 1, ..., Ns (7)

Then, the derivative of the log-likelihood function can be
expressed as,

∂ log(p(zt|xt))

∂xl,t

=
ηK√
2σ2

n

(xl,t − sl,m)‖xl,t − sl,m‖η−2

×
Nt−1∑

k=0

[exp(− 1

2
(
(τk − ργt (xt))

2

σ2
n

)− exp(− 1

2
(
(τk+1 − ργt (xt))

2

σ2
n

)]

× exp(− 1

2

(zt(k)− βdk)2

σ2
ε

)

/

Nt−1∑

k=0

[erfc(
τk − ργt (xt)√

2σn

)− erfc(
τk+1 − ργt (xt)√

2σn

)]

× exp(− 1

2

(zt(k)− βdk)2

σ2
ε

) (8)

Substituting expression (8) in (14), the FI matrix is easily
computed by integrating over the likelihood function p(zt|xt),
then the optimal of quantization level Nopt at the sampling
instant t is obtained by maximizing this quantity at this instant.

IV. QUANTIZATION WHERE THE TRANSMITTING POWER IS
VARIABLE

A. Optimal bit allocation

If sensor i sends at the sampling instant t; Li
t bits, the total

amount of required transmission power [7], [8] is proportional
to:

P (ti) ∝ rλ
i (2Li

t − 1) (9)

where ri is the transmission distance between the ith sensor
and the CH and λ is the pass-loss exponent. As in [7], we
will minimize the l2 norm of the total power as a compromise
measure between minimizing the total power (the l1 norm)
and the maximum power (the l∞ norm).
The optimal resource allocation problem is expressed as an
optimization of the bit rates Li

t over the field Z+ subject
to a mean of error estimation constraint M0 and distortion
constraint D0,

minLi
t∈Z+

∑

i∈I

P (ti)2 (10)

s.t [CRB(xt, L
i
t)] < M0

s.t E(n2) < D0

Where E(n2) is the variance of the total noise source which is
calculated as sum of component variances between ith sensor
and the CH and given by:

E(n2
i ) = σ2

u + σ2
ε + σ2

n (11)

=
1
12

(KRη
max −KRη

min)2.2−2Li
t + σ2

ε + σ2
n

Writing this optimization problem in terms of the energy,
Cramér-Rao bound and variance terms calculated from the
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 communication and distortion models described above, the
optimal resources allocation problem is expressed as

minLi
t∈Z+

∑

i∈I

(r2λ
i (2Li

t − 1)2 (12)

s.t [CRB(xt, L
i
t)] < M0

s.t
1
12

(KRη
max −KRη

min)2.2−2Lt + σ2
ε + σ2

n < D0

Associating a dual variable wi = 2Li
t with the distortion

constraints, we write the Lagrangian for the problem as
follows:

L =
∑

i

r
2λ
i (wi − 1)

2
+ (µCRB(xt, wi)−M0)

+ (φ
∑

i

E(n
2
i )−D0)

=
∑

i

r
2λ
i (wi − 1)

2
+ (µCRB(xt, wi)−M0)

+ (φ
∑

i

(
1

12
(KR

η
max −KR

η
min)

2
.w
−2
i + σ

2
ε + σ

2
n)−D0) (13)

where µ and φ are the lagrange multiplier constant.
The optimal values of wi respects the constraints and are a
solution of the quartic equation
∂L

∂wi

= 2r
2λ
i (wi − 1) + µ

∂CRB(xt, wi)

∂wi

− 2
φ

12
(KR

η
max −KR

η
min)

2
.w
−3
i = 0(14)

The solution verifies the following equation:

f(wi) =
∂L

∂wi

= (wi − 1).w
3
i + g(wi)−

φ
12 (KRη

max −KRη
min)2

r2λ
i

= 0 (15)

with g(wi) denotes − µ
2r2λ

i

∂CRB(xt,wi)
∂wi

.
The Newton-Raphson is one method to find the solution of
(15). The sequence given by it can expressed as:

wi(n + 1) = wi(n)− f(wi(n))

f ′(wi(n))

= wi(n)−
(wi(n)− 1).wi(n)3 − g(wi(n))−

φ
12 (KR

η
max−KR

η
min

)2

r2λ
i

4wi(n)3 − 3wi(n)2 − g′(wi(n))
(16)

To achieve a feasible solution for this optimization problem,
the real and positive solution of (13) are chosen. Then the
CH can round the solution to the nearest greater integer and
broadcast it to the sensors.
We can vary µ and φ to vary the number of bits allocated
to each channel until the distortion criteria D0 and the error
estimation M0 are satisfied.

B. Adaptive quantization algorithm

The key idea behind the quantized optimization is that under
constant or variable transmitting power, a higher quantization
level could affect the estimation performances. In fact, if the
quantization level increases, the quantized values dj are very
close and the distance between the symbols decreases. A small
noise could then decrease the information content relevance
of measured data, thus the estimation error increases (see the
Fig.2).
At sampling time t− 1, the selected cluster head CHt−1 ex-
ecutes the VF algorithm and provides the Gaussian predictive
distribution N (xp(t); xt/t−1, λt/t−1). The predicted position

allows the selection of the cluster to be activated as detailed
in [5]. Furthermore, this target position predictive distribution
is used by the CHt−1 to give the optimal quantization level
N t

opt. This optimal quantization level is then transmitted to the
CHt before being diffused to the activated cluster sensors so
that they use it to quantize their observations. These quantized
observations are then used by the CHt to execute the VF
algorithm at the sampling instant t. The overall proposed
algorithm for power scheduling optimization and its diagram
(see Fig.1) are described below.

Algorithm

— Initialization:
1) Sensors selection.
2) Quantization using a uniform power.
3) Execute the VF algorithm.

— Iterations:
1) Sensors selection.
2) Computing the CRB based on the predicted target posi-

tion.
a) Compute the optimal level quantization by min-

imizing the CRB, if the transmitting power is
constant for all sensors.

b) Compute the optimal level quantization by opti-
mizing the power scheduling, if the transmitting
power is variable.

3) Quantization using the optimal level quantization.
4) Execute the VF algorithm.

Fig. 1. A global overview of our algorithm

V. NUMERICAL SIMULATIONS

The performance of the tracking algorithm can be essen-
tially quantified by the tracking accuracy, which is evaluated
by the distance between the estimated trajectory and the true
target trajectory. In the following, we compare the tracking
accuracy of the VF algorithm using different quantizing strate-
gies. All the simulations shown in this paper are implemented
with Matlab version 7.1, using an Intel Pentium CPU 3.4 GHz,
1.0 G of RAM PC. The system parameters considered in the
following simulations are: η = 2 for free space environment,
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 the constant characterizing the sensor range is fixed for sim-
plicity to K = 1, the cluster head noise power σ2

n = 0.5, the
total number of sensors Ns = 100, the total sampling instants
N = 100, the path-loss coefficient β = 1 and the sensor noise
power σ2

ε = 0.1.
To investigate the impact of the choice of a fixed (in time)
quantization level on the VF algorithm performances, we run
the VF algorithm for different number of bits per observation
and compute the error estimation over all the target trajectory.
Fig.2 plot the MSE versus the number of bits per observation
varying in {1, 2, ..., 8}. We note that for SNR = 3, the MSE
is minimum for Nopt = 3 bits. Under a fixed transmitting

Fig. 2. MSE versus the number of quantization bits (fixed in time) varying
in {1, 2, ..., 8} for SNR = 3.

power, the tracking performances of the adaptive VF algorithm
are compared to both the VF algorithm based on BSN and
the VF algorithm using the optimal fixed number of bits
per observation Nopt = 3 (minimizing the MSE as shown
in Fig.2). One can notice from Fig.3 , Fig.4, that the best
tracking quality is ensured by the adaptive VF algorithm
compared to the two other algorithms. The target tracking
results with the proposed method is much better than the
other methods using a fixed level quantization, and also better
than the BSN method. The method based on BSN neglected
the information relevance of sensor measurements, because
resource consumption is thus restricted to the activated cluster,
where intra-cluster communications are dramatically reduced.
While the method with fixed level quantization resolved the
problem of restriction of the consumption resource, but it
neglected the change of quantization bits per observation.

In Fig.7, we plot the optimal power scheduling and the
uniform power, supposing that sensors have same observation
noise variances.

The Fig.5 prove that the target tracking results with the
proposed method are much better than the method with
uniform bit allocation. In fact, the method with uniform bit
allocation neglected the change of the quantization level used
to quantify the transmitted data at each instant. However,
in practical situations, the quantization level varies if the

Fig. 3. True and estimated trajectories where the transmitting power is
constant.

Fig. 4. Estimation error between the original and the estimated trajectories.

information relevance of sensor measurements varies.
We have also plotted the evolution of the position error through
time in Fig.6. We can notice that the joint estimation target
position and power scheduling optimization outperforms the
classical algorithm. We remark that, the estimated target posi-
tion using the proposed methods are very close to the original
and the proposed methods give better results, outperforms the
other methods.

VI. CONCLUSIONS

We show that the total energy-saving and energy-efficient
WSN designs for information collection from sensors and
the error estimation can be minimized by optimizing the
quantization level. The proposed method proposed adaptive
algorithm provides not only the estimate of the target position
using the VF algorithm but it gives also the optimal number of
quantization bits per observation, by minimizing the Cramér-
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Rao bound if the power is fixed and by optimizing the power
scheduling if the power is variable. The computation of criteria
is based on the target position predictive distribution provided
by the VF algorithm. It has been shown that, this adaptive
scheme outperforms both the VF algorithm using a fixed

0 20 40 60 80 100
0

1

2

3

4

5

6
x 10

7

Time

P
o

w
er

 a
llo

ca
ti

o
n

 

 
Optimal power allocation
Uniform power allocation

Fig. 7. Optimal power allocation (red) and uniform bit allocation (blue)

(optimally set) quantization level, and the VF algorithm based
on binary sensors. Furthermore, the proposed algorithm has a
low computation complexity since it is directly based on the
Gaussian predictive distribution of target position.
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Abstract: This poster paper presents a smart individual Home 
Healthcare Unit - HHcU, a component of CardioNET, an eHealth 
distributed information system. CardioNET takes a patient cen-
tric approach where every hardware, software and medical activi-
ty becomes an SOA service. The system offers tools for remote 
interactions between patients, doctors, medical entities (e.g. hos-
pitals, labs) and authorities. Based on international standards 
(SNOMED, IDC10, LOINC, HL7), the system assures interopera-
bility and data interchange in widely accepted XML formats. A 
logical domain bus called Pervasive Healthcare Service Bus - 
pHSB exchanges HL7 compliant data messages between the sys-
tem’s main actors through high level protocols (SOAP/HL7).  

I.  INTRODUCTION 

The use of information and telecommunication technologies 
in nowadays healthcare brings both patients and physicians 
great advantages such as quality, cost-effectiveness and availa-
bility of healthcare services. The advances in technology had 
and continue to have tremendous effects on communication 
between distant parties leading to the development of a new 
domain called telemedicine. The most popular, easy to under-
stand form of telemedical contact between patient and physi-
cian(health professional) is the phone call.  

This paper is presented in the context of a larger interdiscip-
linary research project CardioNET. The main objective of the 
project is to develop a telemedicine distributed system for con-
tinuous remote monitoring of patients suffering of cardiovascu-
lar diseases.  

In the introduction the overview of the telemedicine system 
is presented together with the interoperability requirements and 
motivations. Next, we present a short insight into the Cardio-
NET system. We continue with the main component of the 
system: the smart home healthcare unit emphasizing our con-
tribution with respect to information exchange between the 
actors of the systems. 

The central part of the system, the smart home healthcare 
unit (HHcU) is composed of several medical and ITC intercon-
nected components used for data acquisition, data aggregation 
and event-based monitoring. Besides these functionalities, 
HHcU offers the interface for remote medical consults, includ-
ing multimedia information exchange. Such units, located at 
the patient’s residence or hospital, are connected to the system 
through the Healthcare Service Bus. 

HHcU’s interconnection with the other entities of the system 
presented in Figure 1 is assured trough the Pervasive Health-
care Service Bus(pHSB) presented in [1].  

 
Large companies such as IBM and SUN proposed the 

Healthcare Service Bus concept[6], but there is still much work 
to be done in this field. While the HSB is mainly a concept, 
(with a permissive definition) and since there exist no clear 
borderline and separation between the functionality of an En-
terprise Service Bus and a Healthcare Service Bus we defined 
the concept of pHSB[1]. pHSB extends SUN/IBM’s domain 
specific Enterprise Service Bus[2] concept to an entire business 
domain - healthcare, building an eHealth “organization boun-
dary-less” infrastructure. pHSB is a platform for the develop-
ment, integration, and operation of healthcare applications 
across the healthcare domain (Local, Regional, National or 
Global).  

While HSB does not impose any restrictions on the informa-
tion flow or data structure, the pHSB we propose, brings higher 
security and trust by imposing public key encryption and X.509 
certificates for all traffic within the pHSB.  

Unlike regular ESB, pHSB serves for semantic information 
exchange too, providing a domain specific ontology shared 
among all the actors. The domain specific ontology used, along 
with document and message templates, adapters and transfor-
mation templates are published in a public Web Service Repo-
sitory. The repository is a mandatory part of the pHSB assuring 
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Figure 2. Components of a Smart HHcU 

the high interoperability requirements of stakeholders using 
different medical software applications. 

In order for the actors of the system to communicate between 
each other, besides the SOAP formatting the actors need format 
their medical data according to the templates available in the 
repository. Each software vendor publishes its adapters and 
translation services in the repository once it is included in the 
system. The adapters and translators are used to convert custom 
formatted medical information into HL7-CDA and EN-13606 
standardized formats [7]. 

II.  CARDIONET HEALTHCARE SYSTEM  

The main services of CardioNET are briefly presented: 
- services for surveillance, for medical data acquisition, classi-

fication, and storage (data acquisition on demand); 
- services for real-time medical data acquisition, classification, 

and storage; 
- interoperability services assuring communication between 

medical applications(servers and clients) deployed at differ-
ent medical entities and institutions;  

- services for exposing the distributed database system (medi-
cal data repository) built on top of a domain ontology; 
Within the proposed system, the patients interact remotely 

with medical personnel and have access to medical services 
through a distributed, multiserver-based application. A number 
of autonomous medical applications(servers) deployed in every 
medical center cooperate in order to offer an integrated health-
care system. Medical information concerning patients enrolled 
in this system is exchanged between medical entities and home 
healthcare units.  

The platform’s interoperability is assured by exposing a set 
of translation functions and adapters that can be used by any 
registered partner. These adapters are implemented as a set of 
services that can be discovered in the centralized data reposito-
ries part of the pHSB, as presented in Figure 1. The system 
exposes medical, search and discovery services thus offering 
each professional or GP the possibility to seamlessly build the 
longitudinal EHR of the patient. 

As part of this system a portal application offers a set of use-
ful medical services such as: information about doctors, medi-
cal units and their services, secure storage of personal medical 
records, discussion forum for patients and doctors, statistical 
processing of medical information. 

III.  SMART HOME HEALTHCARE UNIT  

The Smart HHcU was designed as point of care at patient’s 
residence and connects to the eHealth infrastructure through 
the pHSB. Remote monitoring, data acquisition and event han-
dling are performed on the patient’s stations (desktop or PDA) 
which are connected to a range of wireless sensing motes. The 
motes belong to a body wearable sensor network, to an envi-
ronmental sensor network or they are attached to a point of 
care sensor network as presented in Figure 2. The novel ap-
proach with respect to data acquisition in the HHcU unit is the 
separation of the three categories of networks, yet their access-
ing is done through an intermediate abstraction layer that pro-

vides a virtual device interface inherited by all the three sensor 
networks.  

The wireless networks act together as an integrated data ac-
quisition system. The motes are deployed with custom applica-
tions built on top of TinyOS 2.x. The technical details and im-
plementation of the applications running on the motes pre-
sented less challenges. State of the art WSN routing algorithms 
presented in CodeBlue[3] were used. Unlike CodeBlue plat-
form which uses medical sensors, we used both medical sen-
sors and medical acquisition boards provided by Corscience[8]. 

The hardware infrastructure implemented in the HHcU as-
sures context aware physical monitoring of patients with event 
generation possibilities. When in monitoring state, HHcU 
software performs rapid notification of the patient’s personal 
medical specialist in case of events. The patient-specialist 
meetings are also possible using basic chat functionality, where 
the patient will be able to contact his/her own medical special-
ist. 

IV.  RESULTS  

Experimental results for HHcU data acquisition from wire-
less sensor motes are presented in Figure 3 and Figure 4 while 
Figure 5 presents a screenshot of a medical service on the sys-
tem’s portal.  

Figure 3 contains two snapshots:  
- the first one presents the equipment used – RFID enabled 

PDA for identifying the patients (passive RFID tags in the 
form of wristbands) 

- the second snapshot presents the PDA application for moni-
toring physical parameters (temperature/time from 3 differ-
ent motes is presented) 
The custom applications developed handle both ambulatory 

and home care monitoring services. While for home care ser-
vices one receiver can handle the load of routing information 
from the whole wireless network, for ambulatory purposes 
multiple receiver units are required [4]. Our early results show 
that the 200 kilobytes throughput assured by the IEEE 802.15.4 
minus the overhead of routing protocols are enough to handle 
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about 100 packets/second, which consequently mean 100kHz 
sampling period for a regular wireless mote; it is assumed that 
one network packet is enough for the information generated at 
a sampling rate of 1kHz. The previous example uses a network 
with a maximum of two hops, in a home-care scenario, where 
most of the traffic is generated by constant monitoring of ECG 
signals.  It is known that for regular ambulatory-care the 
100kHz sampling rate for the ECG is mandatory. 

Packet flow control was solved through prioritization; the 
user can configure in his application – during the deployment 
phase – the priority of the different packet types based on their 
emergency. In technical terms we define emergency with the 
help of an auxiliary integer field for each packet containing the 
priority level (possible example: real-time messages will have a 
higher priority than periodically scheduled measurements while 
parameters out of their normal range – pre-set on the motes 
during deployment – are given the highest priority). In the 
communication phase, the messages are ordered based on their 
priority in a FIFO manner, this way a high priority message 
will always be handled before a lower priority one. 

Figure 4 presents the real-time vital signs monitoring appli-
cation. Figure 4 shows three graphic plots(ECG signal, SpO2 
and respiratory rate) for a patient monitored using a HHcU.  

An additional feature is included in real-time monitoring of 
vital signs: in the case of dropped/delayed packets where the 
delay time would be greater than a preset threshold, the result 
is generated using basic interpolation techniques.  

Figure 5 presents a web service method that clients can 
access. Access is granted based on the policy rights and restric-
tions implemented in the hosting server (eg: Internet Informa-
tion Services, Apache). On top of the web server’s restrictions, 
a set of tighter restrictions are superimposed by the require-
ments of the pHSB. All the methods of the web services use 
SOAP messages in order to expose functionality: both the re-
quests and the replies are embedded in soap envelopes that 
respect the format of each particular web method. Invocation of 
the web methods returns data objects available in the system’s 
repository. Cross platform interoperability is obtained by seria-
lizing data objects in widely accepted standards (such as 
XML). 

 
 

V. CONCLUSIONS 

This poster presents some aspects of design and deployment 
the HHcU component of the Cardionet system. This compo-
nent offers near real-time support for remote interactions and 
medical data interchange between patients and doctors. Car-
dionet has the ability to preserve electronically the medical 
record history of the patient and to return longitudinal health-
care records. Initially designed to serve cardiovascular related 
patients, the framework is flexible and scalable enough to be 

  Figure 3 – HHcU: monitoring and RF patient ID 

  Figure 4 – Real time monitoring application 

  Figure 5 – SOAP Message format 
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easily extended for other groups of patients or medical do-
mains.  

The ontological approach (231 concepts and 2020 cardiovas-
cular instances of concepts included are presented in [5]) al-
lows a better modeling of medical concepts, relations, and 
rules. It was also useful as a knowledge representation tool for 
the medical reasoning and computer aided diagnosis. 
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Abstract 

Security issues in wireless sensor networks become more 

and more important. Some security protocols or mechanisms 

have been designed for wireless sensor networks (WSNs); 

however, when deployed in a hostile environment, individual 

nodes of a WSN could be easily compromised by adversary. As a 

consequence, intrusion detection system (IDS) should always be 

deployed on security critical applications to defense in depth. 

Several schemes have been proposed to detect intrusions in 

wireless sensor networks using one hop data communication in 

intra cluster traffic. Our objective is to propose an intrusion 

detection system (IDS) for hierarchical and heterogeneous WSN 

using multi hop data communication in intra cluster traffic. We 

pinpoint exactly where the false information is introduced and 

who is responsible for it. 

 

I. INTRODUCTION 

Wireless sensor networks are one of the most important and 

promising domains of the 21
st
 century. A wireless sensor network 

consists of a large set of tiny sensor nodes. Sensor nodes can 

perform sensing, data processing and communicate with each other 

using a broadcast medium. These tasks should be assured with 

respect to limitation in power, computational capacities, memory 

size and bandwidth. Some of the most important characteristic of 

wireless sensor networks is their capability of self organization 

during the entire life cycle: they collect data from the field, partially 

aggregate them, and send them to a sink that is responsible for data 

fusion. WSNs may be deployed in hostile environments such as 

battlefields, where sensor nodes are susceptible to physical capture. 

So, a particular intrusion detection system for the sensor network is 

desirable for those security critical applications. 

 

Several schemes have been proposed to detect intrusions in 

wireless sensor networks. However, most of them try to propose IDS 

in hierarchical and heterogeneous WSN using one hop data 

communication in intra cluster traffic [1, 3]. In this paper, we present 

an intrusion detection system for hierarchical and heterogeneous 

WSN using multi hop data communication in intra cluster traffic. 

Our system can detect with a high degree of precision which node in 

the network is responsible of introducing false information.  

 

II. NETWORK MODEL & ASSUMPTIONS 

A. Network Model:  

 Figure 1 demonstrates the adopted hierarchical network 

architecture. In this network, a heterogeneous set of sensor node is 

used. We consider four types of sensor nodes: end devices (ED) 

(e.g., MICA2 or TelosB), Routers (R) (e.g., PDAs) which play the 

role of Cluster Heads (CH), nodes with high-end capabilities such 

that Imote nodes [2] (Ii), Base Station (BS). Based on the 

information collected from the nodes Ii, Routers compute the 

aggregation result and commit the information to BS. However, 

since EDs may be compromised and report fake information, it is 

crucial for nodes Ii and CHs to verify the correctness of the 

information collected from EDs. Similarly, it is also desired that BSs 

possess the ability of verifying the committed information. 

 

 

 

 

 

 

Figure 1.Network Model 

B. Assumptions: 

 In order to assure a high degree of efficiency for our malicious 

node detection strategy, we assume that our sensor network have the 

following attributes: stationary sensor network so each sensor node 

has fixed locations, heterogeneous sensor network, base station is 

assumed to be a laptop class device and supplied with long-lasting 

power. We also assume that the base station will not be 

compromised and finally CHs are equipped with tamper resistant 

hardware. 

 

III. IMPACT OF NODE COMPROMISE 

 When a physical attack takes place, the node will be 

compromised. Different Attacks can be launched after 

compromising a node such as Sybil attack, Denial of Service attacks, 

Sinkhole attacks, Selective forwarding and DATA-modifying 

attacks. Some protocol had been proposed to limit the impact of 

node compromise attack by preventing adversaries from spreading 

the impact of this attack across the entire network [5]. Our objective 

is to reinforce the security level of these protocols by detecting this 

attack when it is first launched. 

 

IV.  PROPOSED INTRUSION DETECTION 

SYSTEM FOR WSN 

In our proposed system, we focus on detecting compromised 

nodes which introduce a DATA-modifying attacks. We will combine 

two techniques to allow more precision and prevent faults in 

decision, so assure a desired level of security. Our intrusion 

detection approach is divided into two stages: 

A. Stage 1:  

By the combination of two techniques, we will verify the 

correctness of information provided by each sensor node (I1, I2, I3, 

I4) with more precision. At the first time, our work relies on 

malicious node detection in WSNs using Weighted Trust Evaluation 

proposed by You Chen et al [1]. This technique takes into 
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consideration measurement taken by other nodes. Figure 2 shows the 

weight-based network. As shown in this figure, a weight W is 

assigned to each sensor node. The router (R) collects all information 

provided by the node directly connected to it at each predefined 

delay and calculates an aggregation result for information already 

collected  R=   then it will compare the aggregation result R 

with each information provided by each sensor node (I1,I2,I3,I4).  

 

 
 

Figure 2. A Weight Based Hierarchical Sensor Network 

 

For example, if (ABS (UI2-R)>ø) then, we will add another 

technique to ensure that the value provided by I2 (UI2) is false or the 

fault come from R. By the use of the second technique, we will 

surmount the critical assumption that the number of compromised 

nodes is more than the number of normal nodes. The next technique 

is based on the behavior of the node in the past [2]. R will estimate 

the value UI2 at instant t (UI2PREDIT) relying only on his past 

values and an autoregressive predictor (AR) which is based on and 

the use of the linear function: 

 

 (t).  

 

Then it will compare the output value UI2 with the value 

predicted UI2PREDIT. For example, if (ABS (UI2PREDIT - UI2)) < 

 then R decide that the value of aggregation result is an erroneous 

value, else we will execute the second stage. This proposed approach 

is illustrated by the following diagram. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. A Weight Based Hierarchical Sensor Network 

B. Stage2: 

 At this level, we try to find which node is responsible for 

malicious activities: is it I2 or n1 or n2 or n3 or n4 which is 

modifying data. At the first time, we will verify the state of I2 by the 

use of overhearing technique shown in figure3 proposed by Kuo et al 

in [4]. If I2 is a malicious node; I1, the selected node to overhear all 

data, asks CH to update the weight of I2 by reducing it using this 

rule:  

      

 

  Wn=       Wn-  *rn         

                 Wn               else wise             

 

In the case where I2 is not malicious, we will decrease the 

weight of the node that is responsible for the malicious data. We will 

eliminate this node when its weight is less than a threshold. 
 

 
 

Figure 4. Example for Overhearing-based detection 

mechanism (OBD) 

 

V. CONCLUSION 

 In this poster, we have proposed an intrusion detection system 

for hierarchical and heterogeneous WSN using multi hop data 

communication in intra cluster traffic. We pinpoint exactly where 

the false information is introduced and who is responsible for it. We 

rely on two techniques to assure high level of precision in detecting 

the compromised nodes. 
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Summary—The integration of Wireless Sensor Networks (WSNs) into industrial networked monitoring and 
control systems has become an essential factor to effectively regulate and manage industrial automation 
operations. The automation of monitoring and control systems is an important function for many utility 
companies such as oil/gas and electricity companies in order to reduce operating cost and to increase 
efficiency. There are many issues that have to be dealt with concerning the integration of WSNs into such 
systems and these issues have to be addressed in an application-specific manner. One of the most widely 
used control systems in industrial control automation is the Supervisory Control And Data Acquisition 
(SCADA) systems, and with the aim of improving productivity of monitored sites (e.g., oil/gas well and 
pipelines) at minimal costs, it is very significant to enable the interoperability of SCADA systems with new 
technologies such as WSNs and extensibility of future SCADA systems for new applications. Furthermore, a 
new approach of in-network processing system is essential to successfully monitor, detect, identify, and 
localize anomalies such as blockage and leakage. This new approach should consider the benefits of low 
cost, flexible deployment, continuous monitoring, and accurate problem detection, identification, and 
localization quickly, reliably, and accurately, thereby improving the current SCADA system. 
  

I. INTRODUCTION 

Wireless Sensor Networks (WSNs) can be invaluable in civil, environmental, industrial, and military 
applications for collecting, processing, and disseminating wide ranges of complex data. They have 
therefore, attracted considerable research attention in the last few years. For example, the early 
SmartDust project [1] aims to integrate sensing, computation, and wireless communication capabilities 
into a small form factor to enable low-cost production of these tiny sensor nodes in large numbers. On 
the other side, Supervisory Control And Data Acquisition (SCADA) systems [2] have been widely used 
in industrial asset monitoring, HVAC control, automatic meter reading, oils and gas industry, and 
more. Due to their application-specific nature, most SCADA systems are heavily customized to achieve 
a specific purpose. For example, a Remote Terminal Unit (RTU) that monitors and controls a 
production well in an oilfield is only connected with a few sensors at the production well. The RTU 
usually collects sensor data at pre-defined intervals, and only sends data back when being polled by a 
central data server. A user can only access the data either by connecting to the RTU in the site or 
reading from the data server in the control room. 

A. SCADA systems Challenges:  

A major drawback of typical SCADA systems is their inflexible, static, and centralized architecture, 
which largely limits their interoperability with other systems. WSNs are a promising technology that 
can significantly improve the sensing capability of the SCADA system. Sensor networks employ large 
number of low-cost sensors with easy and flexible deployment, which can largely extend the sensing 
coverage. For example, in a SCADA system developed for oil/gas fields, the RTUs are usually places 
at production wells and injection wells. However, there are many other places, such as pipeline, tanks, 
etc., that have valuable data but are too expensive (e.g., wired network) to deploy more RTUs. In such 
cases, WSNs are a perfect solution to extend the sensing capability of the SCADA system. However, it 
is difficult to integrate sensor networks with current SCADA systems due to their limited 
interoperability. Another drawback of the current SCADA systems is their limited extensibility to new 
applications. In the oilfield monitoring, a user in the field can only access a sensor’s data by physically 
going to that well and connecting to its RTU and the rigid design of current RTUs makes it hard to 
extend the SCADA from one application to another. Table I compares the major differences between 
SCADA systems and WSNs [3]. 
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TABLE I 

COMPARISON BETWEEN SCADA AND WSN SYSTEMS FOR OILFIELD MONITORING [3] 
 

B. Interconnectivity Architecture: 
Designing flexible communication architecture is one of the key factors to enable interconnectivity and 
extensibility where SCADA systems should adopt the use of networking technology rather than 
proprietary or link-level approaches. Such a scheme would make it easy to shift to a multitier 
architecture. At the top tier is SCADA backbone network that connects all RTUs while at the lowest 
tier some RTUs are connected with WSNs to support multihop data communication between different 
RTUs within adjacent monitored sites. Therefore, data sharing between RTUs becomes possible as data 
from a remote sensor can be forwarded to the backbone network by multiple relaying wireless sensor 
nodes that flexibly extend the sensor coverage of the SCADA system. 
 

II. CONCLUSION 

Most sensors used in SCADA systems are wired, which limits their use. Integrating WSNs with 
SCADA systems would make monitoring more flexible. An integration platform solution is essential to 
identify this need which serves as a gateway between WSN and SCADA. This solution should allow 
facilitating flexible, maintenance-free systems suitable for most industrial and field operations using 
low power, battery-operated solutions that offer a low cost, wireless alternative to traditional cabled 
systems. 
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