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Temporal, Functional, and Diagnostic Analysis in Sensor
Networks

Tarek Abdelzaher
University of Illinois at Urbana-Champaign, USA

Abstract: Sensors networks are a precursor of distributed cyber-physical systems; an emerging
category of distributed systems marked by increased interactions with an external physical
environment and the convergence of computation, communication, sensing and control. Analysis of
temporal and functional behavior of such systems is complicated by virtue of distribution and
interactions among large numbers of computational, communication, and physical components. This talk
envisions cyber-physical systems of the future, presents challenges in analyzing their behavior,
discusses instances of bad component interactions, and highlights tools for diagnosing root causes of
problems. Application examples are given from common sensor networks software, as well as recent
experimental deployments. Emerging solutions are covered that range from a new schedulability
analysis theory for distributed systems to the application of data mining techniques for exploring
anomalous behavior. The talk concludes with recommendations for future research on cyber-physical
computing.
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Towards Optimised Retransmission Reservation in Real-Time Wireless TDMA

Mark Gleeson
Distributed Systems Group
Department of Computer Science
Trinity College Dublin
Ireland
gleesoma@cs.ted.ie

Abstract—Providing real-time guarantees in wireless net-
works requires the reservation of transmission time not only for
transmissions but also for retransmissions. Retransmissions are
required to ensure that real-time reliability targets are achieved
due to the unreliable nature of the wireless medium.

Simplistic approaches such as immediate retransmission over
a number of times are wasteful in terms of available transmis-
sion time and bandwidth. We propose a resource allocation
and retransmission mechanism that takes into account the
independence of transmissions to different destinations and the
characteristics of the occurrence of burst errors.

In our evaluation, we will show that we are able to reduce
the time that must to be reserved for retransmissions by
exploiting the knowledge about destinations of transmission
and the rearranging of transmission schedules.

I. INTRODUCTION

Our real-time medium access control protocol, Hierarchi-
cal Distributed Time Devision Multiple Access, HD-TDMA,
provides stations with a mechanism to reserve a transmission
slot in a TDMA cycle in a wireless ad hoc network.
In order for stations to satisfy real-time requirements for
transmissions, an admissions component needs to verify that
sufficient transmission time is available to satisfy a requested
reliability. The calculation of the required transmission time
needs to take into account the number of retransmissions
that may be required to achieve a given reliability.

The shared nature of wireless medium allows transmis-
sions to be interfered with by transmissions from other
sources or general noise in the environment. The interfer-
ence from other transmissions is generally addressed by
employing protocols such as Time Division Multiple Access
(TDMA) [1]-[3]. The remaining interference is through
noise in the environment takes the form of burst errors of
varying durations [4], [5].

In the presence of burst errors, the attempt to immediately
retransmit a failed frame has a high probability of failure as
the burst error condition that has caused the failure may
still be present. Carrier Sense Multiple Access (CSMA)
protocols, which view all frame loss as being caused by
contention, will attempt to resend a failed frame immediately
or after a slight pause.
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This approach to retransmission may be adequate for com-
munication over shared wired media where transmissions
to two different stations will use the same medium and be
exposed to the same environmental factors.

However, where a wireless medium is in use this may not
be the case. On a wireless medium, signals to two stations
in different locations may propagate over different paths and
encounter different environmental factors. This means that
even though a transmission to one station may fail because
of environmental factors, a transmission to another station
will not be affected by these factors.

Based on this observation, we propose a protocol that
takes into account the specific characteristics of the wire-
less medium and attempts to reorder transmission queues
following failed transmissions. It will react to the failure of
a transmission by postponing transmissions to a given station
and promoting transmissions to the front of the queue that
have a higher likelihood to succeed.

In order to support the retransmission of frames, a sta-
tion will require additional transmission time. Our protocol
employs a probabilistic admission control process to ensure
that sufficient time is reserved for retransmissions to satisfy
a requested delivery reliability.

We propose an approach based on binomial distribution
which minimises the transmission time resources that must
be allocated to meet real-time reliability guarantees by
clustering transmissions not only by destination but also by
similar probability.

In this paper, we focus on the description of the admission
control process and the analytical reasoning behind the time
that is reserved for retransmissions. For a complete descrip-
tion of the protocol framework, please see our technical
report [6].

The remainder of this paper is laid out as follows: In sec-
tion II, we will present a brief overview of our HD-TDMA
protocol. Section III discusses the causes of transmission
failures. This will be followed by an analytical discussion
of the time that needs to be reserved for retransmissions in
section I'V. In section V, we will present an evaluation of our
protocol and in section VI, we will present our conclusions
and possible future work.



II. OVERVIEW OF HD-TDMA

The basic structure of the HD-TDMA MAC protocol
consists of a TDMA-slotted structure. Each slot is of fixed
duration and may contain an arbitrary number of transmis-
sions, thus facilitating variable frame sizes and the ability
to implement acknowledged and unacknowledged transmis-
sions. Each transmitting station is allocated at least one slot
within which it can transmit a number of frames.

| Application API

| Admissions Control |

Membership Service

| Transmission Control |

| HD-TDMA MAC

Figure 1. High level view of system

Figure 1 shows the basic layout of our communication
architecture. It consists of a MAC layer, a membership ser-
vice, a combination of an admission and transmission control
and an API to interface with both the membership service
and the admissions control mechanism. The admissions and
transmission control together implement a localised decision
process and control together with the membership service
the operation of the underlying MAC layer.
A. Slots

Figure 2 illustrates a possible configuration of a HD-
TDMA cycle with an N-slot TDMA cycle, the contents
of one slot having been expanded. Transmissions within a
slot begin with a compulsory beacon frame. Subsequently,
a number of frames of varying sizes are sent, followed by
space reserved for the recovery from transmission failures.

Slot 0 SlotN -1

v '

Beacon
Reserved

Frame

Figure 2. Relationship between a slot, its contents, and the TDMA cycle

B. Admissions Control

We employ a probabilistic admissions control protocol to
ensure sufficient transmission time is reserved to accommo-
date an estimated number of retransmissions. The transmis-
sion time reserved for retransmissions will vary depending

on factors such as frame size, transmission speed, reliability
requirements and number of frames. An evaluation is made
at the point of admission based on the characteristics of
currently admitted frames and the frame seeking admission.

As a contention free transmission schedule is place, any
transmission failure which occurs must be attributed to
a dynamic propagation effect. Each failure to receive an
acknowledgment or receipt of negative acknowledgment
provides the scheduler with channel information.

The admissions control process also considers real-time
requirements such as deadlines. All frames that are to be
accepted, must have a deadline later than the end of the slot
time as to allow reordering of transmissions within a slot at
runtime.

III. BURST ERROR CHARACTERISTICS

Burst errors are characterised by two separate distribu-
tions: Firstly, a distribution of occurrence. Burst errors occur
intermittently with a significant time between each burst
event. Secondly, a distribution of the length of a burst upon
occurrence which has been found experimentally to follow
a long-tailed distribution [5].

We consider a channel to be similar in nature to the con-
tention and collisions found in a multiuser, random access
communications system. A non real-time data network is
characterised by low bandwidth utilisation with occasional
random periods of varying but short duration in comparison
to the idle time of heavy utilisation. This aligns with

« Errors occur in bursts

« Random occurrence

o Lack of global knowledge

o Burst errors are detected as frame losses just like

collisions and contention

Instead of contending with other stations, we are contend-
ing with the medium itself. Since the path to each station is
different, the propagation effects will also be different. We
consider the medium characteristics to be independent for
each station.

A. Dependence of Transmissions

If a transmission is made by station A to station B and
that transmission fails a retransmission will be required.
If a retransmission happens within a short time frame of
the failed transmission, there is a greater probability that
the transmission will also be lost due to the dynamic
behaviour of a channel, bursty error or channel fading due
to propagation effects. Practical evaluation by Willig et al
[5] showed a 0.71 probability of a further failure following
a failure for the evaluated scenario; highlighting the lack of
independence of transmissions following a failure.

IV. CALCULATION OF TRANSMISSION TIME

We consider a fully connected single hop wireless com-
munication structure. All stations are within communication



range of each other. As previous work has shown [8], [9],
a statistical independence exists for transmissions to two
destinations as a result of different propagation paths. There-
fore the probability of a successful transmission, Psyccess
will vary depending on the source and destination of a
transmission. For transmissions between three stations, a,
b and c independence results in the following: psyccess,, 7
Dsuccess,. and as wireless communication is not symmetric,
psuccessab 7é psuccessba

In an unacknowledged communication system, for a
given probability of an error, the number of transmissions
required to achieve a defined level of reliability can be
determined. However, even if the first attempt succeeds, all
the transmissions must be completed as there is no positive
feedback as to the success of any individual transmission
attempt. We consider a scenario, where all transmissions
are acknowledged: thus when an acknowledgment frame
is received correctly, no further transmission attempts are
made.

We discuss three approaches to determine the number of
transmissions required;

e Dedicate time for each individual frame, so that the
frame in question may be sent a number of times to
meet the reliability requirement.

e Pool the transmission resources for all frames destined
for the same destination through the application of
binomial distribution.

o Cluster transmission resources for destinations with
similar probabilities.

As we combine the transmission requirements, we aim to
continue to meet the reliability requirements of transmissions
while progressively reducing the overall transmission time
allocation for retransmissions.

A. Individual Transmissions

For an acknowledged transmission to be received cor-
rectly with probability piqrge¢, different probabilities need
to be assigned to each element of the communication: the
transmission p;,, the failure of the acknowledging station,
Dnode_fail @S Well as the probability of the successful
reception of the acknowledgment frame p,.;. These can
be combined to give the probability of an error pe,, as in
equation 1.

Perr = (1 - ptz)'pnode_fail'(l 7pack) (l)

Given that the medium is unreliable, upon failure to
receive an acknowledgment, a number of retransmission
attempts may be required. Transmission resources must be
reserved in advance based on the observed reliability of
communication to the destination in question, in order to
meet the reliability requirement of the frame. Thus following
Nattempts attempts the probability that no attempt will have
succeeded, pyqy is given by equation 2.

pfail — :";‘L;,te'm.pts (2)

Alternatively by taking logs of equation 2 expressed in
terms of attempts, Naitempts, substituting 1 — pigrger for
Dfail> €quation 3 is arrived at.

’Vlog(l - ptarget)
log(perr)

The suboptimal nature of this result is clear by the
requirement to round up 7gttempts tO an integer value.

—‘ = Nattempts 3)

B. Transmissions to Same Destination

Considering each frame separately results in excessive
resource requirements. We therefore seek to group frames
to the same destination together. As there maybe more than
one frame, a binomial distribution may be used similar to the
approach by Demarch et al [10]. The binomial distribution
requires each attempt be a Bernoulli trial, such that each
transmission be independent from previous attempts and that
the probability of each attempt is constant.

However, wireless communication is subject to significant
temporal variations in transmission reliability due to issues
such as channel fading, channel propagation, mobility, etc.
In the context of our MAC protocol HD-TDMA [6] a per
destination deferral process is utilised within each transmis-
sion slot following a failure, restoring independence between
attempts and enabling the use of a binomial process.

We introduce the following assumptions:

o All frames have the same length

o All frames are acknowledged

o Frames to the same destination have the same proba-
bility of success

As positive feedback exists through the acknowledgment
frame when a transmission is successful, the goal is to obtain
at least k successes from n possible attempts, where k is the
number of frames to be transmitted. For each destination
we model this problem using a binomial distribution. The
probability that exactly y transmissions from n attempts will
succeed, is given by equation 4.

Psuccess = (Z)Py(l _p)n—y (4)

Forming the cumulative density function, we sum the
probabilities of all valid results, where the delivery require-
ments are satisfied, e.g at least k successes.

Psuccess = Z <n)py(1 —P)nfy 5)
y=k y

Our goal is to minimise the transmission resources, we
allocate in advance of transmission. By an iterative approach
the target value of pyq,gc¢ i achieved by increasing the value
of n, the value of p,yccess achieved will exceed pigrger by



