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Introduction

MC model gradually gaining in sophistication

Safetyrelated standards not freely accessible
A many academic works are building on top of previous
models and claims

Facilitatesthe propagation of misconceptions and drift
from actual standards requirements

Elaborate on misinterpretations and discuss motivating
arguments for future work

Contribution

CISTER - Research Center in
Real-Time & Embedded Computing Systems




SystemiDesigniandDevelopment

AssurancelProcess
SafetyCritical Systems

~ Aeronautics

Railwa!

Automotive

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems



SystemiDesigniandDevelopment

AssuranceProcess

SafetyCritical Systems ~ SafetyCritical Systems
DevelopmentProcess

_Aeronautics SystemDevelopmentProcess

Railwa!

Automotive

I+ 1

DevelopmentAssuranceProcess

Reliability
Safety + Availability
Analyses M Maintainability

Analyses

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems



SystemiDesigniandDevelopment

AssuranceProcess

SafetyCritical Systems

“Aeronautics

Railwa!

Automotive

Safety-Critical Systems
DevelopmentProcess

SystemDevelopmentProcess

I+ 1

DevelopmentAssuranceProcess

Reliability
Safety + Availability
Analyses M Maintainability

Analyses

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems

SystemOperation

CertificationProcess

Certification Authority




SystemiDesigniandDevelopment

AssuranceProcess

SafetyCritical Systems

“Aeronautics

Railwa!

Automotive

Safety-Critical Systems
DevelopmentProcess

SystemDevelopmentProcess

I+ 1

DevelopmentAssuranceProcess

Reliability
Safety + Availability
Analyses M Maintainability

Analyses

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems

SystemOperation

CertificationProcess

Certification Authority

Redesign




ThelNotionfofiMixed-Criticality.
Systems

SystemSafetyAssessmentProcess

HazardAnalysis Fault Analysis CriticalityCategory

Assignment

Input documentation . .
' . Functional analysis |:
1| (System, Software, Operations) i

'l
1
5“’3:: D:cfi"e Ee"f‘-;fic Functionsand | 1 Criticality | FailureCondition
: an fa::re':j:::' '° failure modes Category | Severity
c Classification
| Step 2: Analyse failure Failure causes and A Catastrophic
| causes and effects effects identified
< P B Hazardous
! =
. Step 3: Assign Severities per w q
. severities according to failure mode and C Major
| the established criteria failure effects .
| D Minor
i Step 4: Identify ;
' [existing campensating% Compe_n-s ating E No SafetyEffeCt
: o provisions
i provisions -
\ | Step5:Criticality : | Criticality
‘\\ i categories assignment I-' classificationand ! I
N 1 and recommendations ! : recommendations !

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems




HazardAnalysis

ThelNotionfofiMixed-Criticality.

Systems

SystemSafetyAssessmentProcess

Fault Analysis

; Input documentation
1| (System, Software, Operations)

Functional analysis

Step 2: Analyse failure
causes and effects

Step 3: Assign
severities according to
the established criteria

-2

Step 4: |dentify
existing compensating
provisions

Step 5: Criticality

. categories assignment .-

: and recommendations !
) iy

CISTER - Research Center in
Real-Time & Embedded Computing Systems

Step 1: Define generic
and function specific
failure modes

Functions and
failure modes

Failure causes and
effects identified

Severities per
failure mode and
failure effects

Compensating
provisions

Criticality
classification and

! recommendations |

FMEA

CriticalityCategory
Assignment

Criticality

FailureCondition

Category | Severity

m O O O >»

Classification
Catastrophic
Hazardous
Major

Minor

No SafetyEffect




ThelNotionfofiMixed-Criticality.

HazardAnalysis

Systems

SystemSafetyAssessmentProcess

Fault Analysis

; Input documentation
1| (System, Software, Operations)

Functional analysis |:

Step 1: Define generic
and function specific
failure modes

Functions and
failure modes

Step 2: Analyse failure
causes and effects

Failure causes and
effects identified

Step 3: Assign
severities according to
the established criteria

Initial criticality assignment

Severities per
failure mode and
failure effects

Step 4: |dentify
existing compensating

Compensating
provisions

provisions

y Final criticality assignment
‘.| A consideringcompensating »
. provisions

: :
| categories assignment |
: and recommendations !
) '

— CISTER - Research Center in
o Real-Time & Embedded Computing Systems

+ classification and
. recommendations !

Criticality

FMEA

CriticalityCategory
Assignment

Criticality
Category

:>ITIUOCD>

FailureCondition
Severity
Classification

Catastrophic
Hazardous
Major

Minor

No SafetyEffect




Safety-Relatediindustrial

Standards

IEC 61508 I:IE(_: 61511 IEC 62061
. unctionalsafety & Safetyof machineryd .
Functionalsafety Safety Functionalsafety of
of E/E/PE safety- instrumented electrical, electronic
related systems systemsfor the and programmable
processindustry electroniccontrol AmP m
. sector systems Guidelinesand DO178B/C
Automotive Methods for Software
Conductingthe Considerationsin
Safety Assessment AirborneSystems
Processon Civil and Equipment
Airborne Systems Certification
ISO 26262 and Equipment
Roadvehiclesd
Functionalsafety Development ARP4754 DO254
Assurance 2 Centification oetiinrsor DesignAssurance
Guidancefor
Safety o':w'me"ifgf:ﬂ AirborneElectronic
Standards Systems Hardware

__Railway |

EN50126 EN'50128 EN50129 _

Railwayapplications 3 Rallwapplicai{onsé Railwayapplications d ECSS Se”_es NASASTD
Specificationand Communication Communication Processes foproject

A e signallingand signallingand management, 8719.13B
reliability, availability, processingsystemsd processingsystemso engineeringand _ Software Safety

maintainability and Softwarefor railway Safetyrelated product assurancein Standardd NASA

safety control and protection electronic systemsfor spaceprojectsand TechnicalStandard

systems signalling applications

-2

CISTER - Research Center in
Real-Time & Embedded Computing Systems




