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Abstract 

Recent advances in inter-vehicle wireless communications allow for automated and coordinated vehicles 19 

driving in platoon-based vehicular cyber-physical systems (PVCPS). This article presents a comprehensive low-

latency cooperative security (LLCS) framework for secure and timely data dissemination in PVCPS. A new 

cooperative secret key agreement protocol is incorporated to produce secret keys for platooning vehicles based 

on their radio channel correlation. A new transmit rate adaptation mechanism is presented to minimize the end-to-

end latency of the data dissemination in PVCPS. We also numerically test confidentiality and timeliness of the 

LLCS framework in terms of key agreement probability and dissemination delay. It is believed that the LLCS 

framework is the demand of the time to enable secure and reliable autonomous driving for future PVCPS. 
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Confidentiality and Timeliness of Data
Dissemination in Platoon-based Vehicular

Cyber-Physical Systems
Kai Li, Wei Ni, Jingjing Zheng, Eduardo Tovar, and Mohsen Guizani

Abstract—Recent advances in inter-vehicle wireless communications allow for automated and coordinated vehicles’ driving in
platoon-based vehicular cyber-physical systems (PVCPS). This article presents a comprehensive low-latency cooperative security
(LLCS) framework for secure and timely data dissemination in PVCPS. A new cooperative secret key agreement protocol is
incorporated to produce secret keys for platooning vehicles based on their radio channel correlation. A new transmit rate adaptation
mechanism is presented to minimize the end-to-end latency of the data dissemination in PVCPS. We also numerically test
confidentiality and timeliness of the LLCS framework in terms of key agreement probability and dissemination delay. It is believed that
the LLCS framework is the demand of the time to enable secure and reliable autonomous driving for future PVCPS.

Index Terms—Cyber-physical systems, Autonomous vehicles, Wireless communications, Network security
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1 PLATOON-BASED VEHICULAR CYBER-
PHYSICAL SYSTEMS

VEHICULAR platoons that group autonomous vehicles
into a road train can improve road capacity and safety

of automated motorway systems. The throughput of free-
way traffic is expected to increase by forming vehicular pla-
toons with small inter-vehicle spacings, and hence allowing
more vehicles to fit on freeway [1]. The lead vehicle of a pla-
toon, which drives manually or autonomously ahead of the
platoon, determines the driving status of the following ve-
hicles, i.e., velocity, heading, and acceleration/deceleration.
The driving status of the platoon can be affected by emer-
gent road conditions, e.g., rear-end collision, obstacles, ani-
mal crossing the road, or traffic congestion.

Both biologically inspired, platoon is different from
swarm. The former follows strong leaderships from individ-
uals (e.g., matriarchs of elephants). The latter is based on the
collective behavior of less intelligent, decentralized knowl-
edgeable and experienced individuals like many insects
(e.g., bees and ants). Platoon can provide higher reliability,
predictability, and controllability than swarm. Therefore, it
is more suitable for the control of systems requiring relia-
bility in fast-changing and potentially risky environments,
such as highway.

Platoon-based Vehicular Cyber-Physical Systems
(PVCPS) play an important role to provide wireless
connectivity for platoon management [2]. Each vehicle
in PVCPS is equipped with an on-board unit (OBU) for
control message processing, and a wireless communication
module for data dissemination [3]. The physical and
MAC layers of the vehicle-to-vehicle communications
in PVCPS can be based on Wireless Access in Vehicular
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Environment (WAVE) [4], aligning with industrial standards
and roadmap. Other dedicated short range communications
can also be used for the data dissemination in PVCPS.

Fig. 1 illustrates the data dissemination in PVCPS, where
the driving control messages are generated by the lead
vehicle to advise road conditions. The messages are dis-
seminated to the following vehicles to update their driving
status (e.g., based on the latest IEEE 802.11-OCB protocol).
The formation of the platoon and the number of vehicles in
the platoon are typically configured beforehand. A vehicle
in PVCPS can be in either a transmitting state in which the
vehicle transmits a message to its following vehicle, or a
receiving state in which the vehicle receives the message
from its preceding vehicles. The two states interchange, de-
pending on the message generation rate at the lead vehicle.

Vehicular ad hoc networks (VANETs) consist of vehicle-
to-vehicle and vehicle-to-roadside communications to pro-
vide road users with wireless access services. Each vehicle
in VANETs can produce a road condition update, e.g.,
traffic congestion and car accident reports. The vehicle can
broadcast its road condition update to other vehicles or
roadside units around it. In PVCPS, vehicular data and
control messages are generated by the lead vehicle only to
control the real-time operations of the following driverless
vehicles in a platoon. For example, the platoon may change
the mobility pattern of the vehicles due to sudden or un-
expected road emergencies, e.g., cyclists and pedestrians.
The following driverless vehicles rely on the observation,
judgment and decision of the lead vehicle, or more specifi-
cally, the driver of the lead vehicle. The disseminated data
contains safety-critical driving status information, such as
the speed, heading, and/or location of the next stop, and
other information. A hop-by-hop delivery of the messages
with confirmed reception at every vehicle provides a reliable
vehicle-to-vehicle communication mechanism for PVCPS.
Upon the receipt of the disseminated data, the vehicles can



2

Fig. 1: Data dissemination in PVCPS. The control messages are disseminated from the lead vehicle to the following
vehicles. The eavesdropping vehicle locating in communication range can overhear the data transmission. The low-latency
cooperative security protocol can provision CAT to the data dissemination in PVCPS.

take consistent reactions, e.g., decelerating or changing the
lane or heading, to protect vulnerable road users.

Wireless data dissemination in PVCPS can be susceptible
to eavesdropping attacks due to the broadcast nature of
radio. An eavesdropping vehicle within the communication
range of PVCPS could overhear the data transmission of
the platoon. The eavesdropping vehicle would extract crit-
ical data, such as time, location, vehicle identifier, techni-
cal description, and other trip details, and derive critical
private driving information. In PVCPS, the disseminated
data contains safety-critical driving status information. Af-
ter overhearing the driving information of the PVCPS, the
eavesdropping vehicle could potentially launch spoofing
and replaying attacks to inject false control messages and
abuse mobility patterns, e.g., falsifying the speed or head-
ing. This would threat the safety and efficiency of the
platoon, pedestrians, and other vehicles driving alongside
the platoon.

This article presents a new framework for secure and
timely data dissemination in PVCPS, where there are two
critical new aspects: (1) A new distributed secret key agree-
ment protocol, where all platooning vehicles can produce a
consistent secret key at-one-go by measuring the received
signal strengths from the first two vehicles and optimizing
the quantization levels of the signal strengths; and (2) a
new reliable rate adaptation mechanism which minimizes
the end-to-end latency of the data dissemination with hop-
by-hop confirmation.

The rest of the article is organized as follows. Section 2
presents the confidentiality and timeliness of the data dis-
semination in PVCPS. Section 3 and Section 4 study the
secret key agreement and optimal rate adaptation of the
low-latency cooperative security framework, respectively.
Numerical analyses are presented in Section 5. Concluding
remarks are drawn in Section 6.

2 CONFIDENTIALITY AND TIMELINESS
Beamforming could be potentially used for directional inter-
vehicle communication to narrow the radio coverage. How-
ever, beamforming alone is not enough to preserve the
confidentiality of control message dissemination in PVCPS.
This is because typically non-negligible sidelobes of the
beams would leak confidential information.

A secret key which can encrypt the control messages in
PVCPS is crucial to protect the platoon’s driving status from
eavesdropping, hence ensuring driving safety. Group secret
key has been studied in vehicular ad-hoc networks [5].
However, a group secret key has to be generated, distributed
and updated by a trusted group head (either the lead vehicle
or roadside units), resulting in non-negligible data dissemi-
nation delays in PVCPS. Public key signatures can be gener-
ated to verify the identity of vehicles against impersonation
attacks in vehicular ad-hoc networks [6]. However, public
key cryptography requires a fixed key management infras-
tructure and pairwise handshaking processes. The vehicular
communication security in cellular vehicle-to-everything (C-
V2X) has also been studied in the fifth generation (5G) wire-
less networks [7]. Despite being envisioned with seamless
coverage, the C-V2X technologies, or more broadly the 5G
technologies, can still face coverage challenges in reality, in
many cases, due to the lack of incentives and profitability to
5G operators. This has been the case of highways in remote
and unpopulated areas, e.g., the highways across central
Australia and New Zealand, during the roll-out of 3G, 4G
and National Broadband Network (NBN). To this end, the
provision of confidentiality and timeliness to PVCPS based
on the inter-vehicle communication provides an effective
and efficient solution to these scenarios.

A key generation that exploits fading channel dynam-
ics and randomness has been widely studied to achieve
physical-layer security [8]. Two vehicles in PVCPS can ex-
ploit the reciprocity of their wireless channel to extract secret
key bits [9], [10]. Two critical new challenges make the key
agreement in PVCPS nontrivial. The first challenge is that
the channel between any two vehicles is time-varying and
undergoes random fading. It is difficult for multiple vehicles
in PVCPS to generate and agree on a unanimous secret
key. The second challenge is that the channel randomness
measured between a pair of vehicles must not be trans-
mitted over any insecure public channel, due to potential
eavesdropping.

In PVCPS, every vehicle (except the lead vehicle) has
to maintain a small and nearly constant distance to the
preceding vehicle, for the sake of driving safety. However,
the actual inter-vehicle distance can be time-varying, due to
slightly different instantaneous driving speeds (and accel-
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erations) of the vehicles. The fading channel dynamics can
cause losses of the encrypted data at the receiver vehicle.
A packet loss is particularly destructive in PVCPS because
of the criticality of the disseminated information for driving
control. Every vehicle must correctly receive the information
and confirm the reception, so that the platoon can operate
(e.g., change its driving course) consistently and safely.
Moreover, the packet loss in PVCPS can significantly reduce
the timeliness of the cruise control and platoon management
due to packet retransmissions. A high transmit rate could
speed up transmissions but increase the bit error rate (BER)
of the transmissions. The data dissemination latency could
be extended, as the high BER would result in retransmis-
sions. Therefore, the transmit rate needs to be properly
assigned.

With consideration of driving safety, PVCPS needs to
preserve the confidentiality of data dissemination from
eavesdropping attacks, and provide timely data dissemina-
tion for cruise control and platoon management. This article
presents Low-Latency Cooperative Security (LLCS), which
is a comprehensive solution to provisioning Confidentiality
and Timeliness (CAT) to the data dissemination in PVCPS.
As shown in Fig. 1, unanimous keys that are cooperatively
generated in LLCS are used by the platooning vehicles to
encrypt and decrypt the disseminated data. For fast data
dissemination, LLCS optimizes the transmit rate allocation
at each vehicle adapting to the time-varying channel of
every hop. Furthermore, we study performance of the data
dissemination in terms of:

• Key agreement probability, which characterizes the
robustness of the key generation.

• Dissemination delay, which measures the latency of
data dissemination.

The vehicles in PVCPS are traveling along a straight lane
on highway with no need to change the platoon size or per-
form maneuvers (split, merge, leave, etc.), hence keeping the
operations of the cruise control simple. Moreover, traveling
on a straight highway also allows the platoon to drive at
highway speeds, while the problem of CAT is prominent, as
compared to low speeds.

3 COOPERATIVE SECRET KEY GENERATION

To enhance confidentiality preservations for the data dis-
semination in PVCPS, all vehicles cooperatively gen-
erate unanimous shared secret keys for data encryp-
tion/decryption. The secret key agreement enables the fol-
lowing vehicles to successfully decode the data packets
that are encrypted by the lead vehicle. We study a new
physical-layer secret key agreement in LLCS, where the
fading channel randomness is quantized at the vehicles to
cooperatively generate the same secret key based on the
inter-vehicle channels.

As shown in Fig. 2, LLCS employs a secret key agree-
ment period, i.e., from tT0 to tkey, followed by a data
dissemination period, i.e., from tD1 to tDn�1 . The ID number
of the lead vehicle can fit in a small token packet, Token0.
The transmission of the token packet is initiated by the
lead vehicle which decides the driving status on its own.
The second vehicle in PVCPS transmits Token1 once it

lead vehicle

Token_0

Cooperative Secret Key Generation

key(Data_0)

ACK_1

Packet  
rate

key(Data_0)

key(Data_0)

ACK_n

Token_1

tT0

tT1

tD1

tD2

tDn-1

tkey

ACK_2

Fig. 2: A cooperative secret key is generated by LLCS for
data encryption and decryption in PVCPS.

successfully receives Token0. Token1 can also be treated as
an acknowledgement to the lead vehicle. If Token1 is not
received by the lead vehicle, then Token0 is retransmitted.
At tkey, the token transmissions are completed. The channel
information is obtained by the vehicles, and each vehicle can
carry out LLCS to generate unanimous secret keys.

For the data dissemination, the lead vehicle forwards
a data packet that is encrypted by the secret key of LLCS
to the next vehicle in the platoon. Then, the following
vehicles in PVCPS can use their own keys generated by
LLCS to decrypt the received packet while forwarding the
data packet all the way to the tail vehicle.

The secret key agreement in LLCS can be implemented
in three steps: (1) inter-vehicle channel estimation, where the
platooning vehicles estimate channel randomness between
the first two vehicles; (2) channel quality indicator (CQI)
quantization, which optimizes the quantization intervals to
allow the individual platooning vehicles to quantize the
estimated channel randomness with the maximum proba-
bility of consistency between the vehicles; and (3) secret
key agreement, where the vehicles distributively produce
a consistent unanimous secret key in PVCPS based on the
quantization intervals. The details of the three steps are
provided in the following.

• Step 1: Inter-vehicle channel estimation. Token
packets are broadcasted by the lead vehicle and
its immediate follower. All the vehicles in PVCPS
measure the channel quality of the tokens. Each of
the vehicles can estimate the channel gain between
the lead vehicle and its immediate follower [11].

• Step 2: CQI quantization. Each vehicle quantizes its
estimated channel gain between the first two vehicles
of the platoon to one of the CQI quantization inter-
vals. The CQI quantization can convert the fading
channel randomness into bit vectors which are used
to generate secret key bits. Specifically, each CQI
quantization interval can correspond to a unique
binary bit vector. The estimated channel gain falling
into one of the quantization intervals can be coded



4

as a sequence of binary bits. We can maximize the
key agreement probability with which the estimated
channel gain of all the vehicles in PVCPS are quan-
tized to the same interval. Given the number of
quantization intervals, the maximization is achieved
by recursively optimizing the CQI quantization in-
tervals [12].

• Step 3: Secret key agreement. Given the optimal CQI
quantization intervals obtained in Step 2, the channel
gain between the lead vehicle and its next vehicle
can be quantized at each of the platooning vehicles.
Classical encoding techniques and symmetric key
methods, such as Gray coding or Gillham coding, can
be employed to assign each quantization bin with a
binary codeword. The codewords of two consecutive
quantization bins only have a one-bit difference. As
a result, the estimated channel gain can be encoded
into a binary codeword, and an agreeable symmetric
secret key can be generated at the platooning vehi-
cles.

As the vehicles of the platoon drive in a fully au-
tonomous fashion at a highway speed, one lane on the high-
way is reserved for vehicular platoons, for driving safety.
Any vehicle occupying the reserved lane can be identified
as a potential eavesdropper. Despite that, the eavesdropping
vehicles may still travel in parallel to the PVCPS and listen
to the token packets. The channel between a vehicle in
PVCPS and the eavesdropping vehicle can be quantized by
the eavesdropping vehicle in an attempt to recover the secret
key. However, the secret key agreement achieved by LLCS
encloses the fading channel dynamics over multiple vehicles
in PVCPS. The same secret key cannot be obtained by the
eavesdropping vehicle that undergoes independent channel
randomness at other locations [13]. Note that we consider
the worst-case scenario, where an eavesdropper remains
close and relatively stationary to the platoon in an attempt to
reproduce the secret key of the platoon. In the presence of a
stationary eavesdropper deployed at the roadside, the chan-
nel gain between the platooning vehicles and the stationary
eavesdropper can change very fast, much faster than that
between the platooning vehicles or between the platooning
vehicles and the above-mentioned eavesdropping vehicle.
As a result, the stationary roadside eavesdropper is expected
to be less threatening than the eavesdropping vehicle, given
the proposed protocol in place.

Since the eavesdropper attempts to obtain the control in-
formation on the driving status of PVCPS, the eavesdropper
may not want to disrupt the key agreement and the data
dissemination. Moreover, it is not practical for the eaves-
dropping vehicle to measure the SNR of every point along
the whole highway in advance. Thus, the eavesdropping
vehicle does not have the a-priori knowledge of the time-
varying SNR between two platooning vehicles.

LLCS is more tolerant to an external jammer, as com-
pared to other key generation and distribution mechanisms.
The reason is that all the vehicles in LLCS only need
to listen to a round of token transmissions between the
lead vehicle and its immediate follower, and derive the
secret keys independently if the token transmissions are
unjammed. Given the much shorter transmissions of only

two tokens (than hop-by-hop distributions of secret keys),
LLCS significantly reduces the adverse impact that could be
caused by the jammer. Moreover, the secret key does not
have to change as frequently as the channels, in order to
reduce the overhead of token transmissions. On the other
hand, frequently changing channels can update the secret
keys more often, when needed, which prevents a secret key
from being used too long and reduces the risk of the key
being exposed.

4 LOW-LATENCY TRANSMIT RATE ALLOCATION

To enhance timeliness for the secure data dissemination in
PVCPS, we come up with the optimal low-latency transmit
rate allocation in LLCS for fast data dissemination while
guaranteeing successful delivery of the data at each vehicle.
If the data transmission of a vehicle is successful, an ac-
knowledgement is returned from the following vehicle, as
shown in Fig. 2. Otherwise, the transmit rate of the vehicle
needs to be updated for a retransmission.

It is known that the vehicle with an excessively high
modulation order can achieve fast data transmission, but
suffer from a high packet loss (or BER) and power consump-
tion. On the other hand, an unnecessarily low modulation
order can prolong the data transmission. To this end, LLCS
is designed to minimize the data dissemination latency by
optimizing the transmit rate allocation in PVCPS.

Given the aforementioned link quality dynamics, allo-
cating a transmit rate to the vehicle in PVCPS can lead to
two possible outcomes: 1) the data is successfully sent to
its following vehicle, and the overall data dissemination la-
tency depends on the packet transmission time determined
by the allocated transmit rate at the vehicle; and 2) the data
of the vehicle is not successfully transmitted. The trans-
mission latency remains the same as the preceding vehicle.
Therefore, the transmission latency of each vehicle in PVCPS
can be minimized by properly allocating the transmit rate
according to the BER requirement and the transmit power,
which minimizes the overall data dissemination latency.

Since the transmission latency towards a vehicle de-
pends on the transmit rate allocation at its preceding ve-
hicles, the transmit rate can be recursively optimized by for-
mulating a chain-based transmit rate allocation to minimize
the total data dissemination latency from the lead vehicle to
the tail in PVCPS. The chain-based transmit rate allocation
problem can be broken down into a series of overlapping
subproblems and solved one-by-one recursively, where ev-
ery subproblem minimizes the data dissemination latency
for a vehicle.

To obtain the optimal transmit rate for the vehicles
in PVCPS, dynamic programming is adopted by LLCS to
iterate over the state of each vehicle in uncertainty spaces.
In particular, a state indicates the dissemination latency
consumed by the preceding vehicles that have successfully
received the disseminated data packet. LLCS calculates the
transmit rate and the corresponding policy for the opti-
mal transmit rate allocation from the lead vehicle to the
tail vehicle. Moreover, the subproblem of minimizing the
transmission time of the vehicle is solved by LLCS at each
decision stage of the transmit rate allocation. The optimal
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solution to the transmit rate is saved in a table, thereby
avoiding recomputing the solution.

Dynamic programming (DP) is an effective tool to solve
problems which can be decomposed into overlapping sub-
problems, including the optimization of the chain-based
transmit rate allocation [14]. Specifically, the transmit rate
of vehicle (N � 1) is first assessed. The outcome is then
used to determine the transmit rate of vehicle (N � 2). This
continues until the transmit rate of vehicle 1 is evaluated;
and the optimal transmit rates of all vehicles can be finally
determined with backward induction (i.e., tracing back the
possible allocations and picking up the best) [15]. This
transmit rate allocation can be done in prior, and stored in
a lookup table at the lead vehicle. By checking the lookup
table, LLCS can assign the transmit rate allocation of PVCPS.
The allocation information can be added into the token or
data packet delivered to the following vehicles.

In terms of the implementation of LLCS, the channel
information, e.g., Received Signal Strength Indicator (RSSI)
or Channel State Information (CSI), is accessible in the
off-the-shelf OBUs. Moreover, the vehicular communication
standards and protocols supported by the OBUs, such as
Dedicated Short-Range Communications (DSRC) and Intel-
ligent Transportation Systems-G5 (ITS-G5), support multi-
ple modulation schemes and adaptive switch between the
modulation schemes, adapting to the changing wireless
channels. Hence, LLCS can be implemented using the exist-
ing OBUs with limited hardware or firmware modifications.

5 CONFIDENTIALITY AND TIMELINESS ANALYSIS
OF LLCS
In this section, we analyze the performance of LLCS. The
transmission range of the typical off-the-shelf OBU can be
greater than 100 m. The packet length is 32 bytes, and the
required maximum BER is set to 0.05%.

5.1 Secret key agreement probability
To exploit the key agreement of LLCS, the number of CQI
quantization intervals is set to 10, 15, or 70. The average
SNR of the inter-vehicle channel is 5 dB or -10 dB.

Assuming a total of N vehicles in PVCPS, Fig. 3 presents
the key agreement probability achieved by LLCS accord-
ing to the platoon size N. Specifically, the key agreement
probability with LLCS is higher than 80% when the number
of vehicles is less than 10 and the average SNR is 5 dB.
When the SNR of the inter-vehicle channel drops to -10
dB, the number of vehicles in PVCPS has to be less than 6
vehicles to maintain the key agreement probability beyond
78%. Essentially, Fig. 3 indicates that the platoon size should
not be excessively large to maintain the key agreement
probability with LLCS when the channel condition is poor.

It is also observed in Fig. 3 that reducing the quanti-
zation intervals in LLCS can improve the key agreement
probability. When the number of vehicles in PVCPS is three,
the key agreement probability with LLCS grows from 74%
to 95% when the quantization intervals, denoted by L, drops
from 70 to 10. Moreover, the key agreement probability
achieved by LLCS with (L = 15 and SNR = -10 dB) is higher
than the one with (L = 70 and SNR = 5 dB) when the
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Fig. 4: The probability that the eavesdropper generates the
same secret key as PVCPS with respect to their relative
positions.

number of vehicles in PVCPS is smaller than 7. This reveals
that the quantization interval dominates the key agreement
performance of LLCS with a small platoon size. Conversely,
LLCS with (L = 70 and SNR = 5 dB) outperforms the one
with (L = 15 and SNR = -10 dB) when PVCPS has more
than 7 vehicles. This indicates that SNR of the inter-vehicle
channel becomes the dominating factor.

Let Padv denote the probability that the eavesdropper
generates the same secret key as PVCPS. In particular, we
consider that the platoon has 7 vehicles, and the quanti-
zation intervals in LLCS are 15. dEP defines the distance
between the eavesdropper and the platooning vehicle in
PVCPS. We consider three specific positions of the eaves-
dropper. Specifically, the eavesdropper in parallel with ve-
hicle 2 is Pos-1, the position in parallel with vehicle 4 is
Pos-2, and Pos-3 is the position in parallel with vehicle 7.

Fig. 4 plots Padv with the increase of dEP , where the
eavesdropper is at Pos-1, Pos-2, or Pos-3. Particularly, the
safe distance of PVCPS is set to 2 m, namely, PVCPS can
identify the eavesdropper by observation when dEP is
shorter than the safe distance. As observed, the highest Padv
is 0.49% where the eavesdropper is at Pos-1 and dEP = 2 m.
This is because Pos-1 is close to the first two vehicles of the
platoon, who transmit Token0 and Token1. The SNR of the
overhearing channel can be correlated with the one between
the first two vehicles. As a result, the overhearing channel
might be quantized to the same quantization intervals as
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PVCPS. Moreover, Padv significantly drops with the increase
of dEP . Padv falls to 0 when the eavesdropper is at Pos-3
with dEP = 6 m. The reason is that the overhearing channel
experiences independent fading when the eavesdropper is
far away from the first two vehicles that transmit Token0

and Token1. Therefore, it is difficult for the eavesdropper to
obtain the same quantization intervals as PVCPS for the key
generation due to a low channel correlation.

5.2 Data dissemination latency
Fig. 5 demonstrates the average latency achieved by LLCS
with regards to different inter-vehicle distances. The average
data dissemination latency grows with the platoon size
since the overall latency counts on the transmission delay at
each of the vehicles. Moreover, a large inter-vehicle distance
results in a high data dissemination latency in PVCPS. The
reason is that extending the inter-vehicle distance can atten-
uate the SNR of the inter-vehicle channel. The dissemination
latency of LLCS could be extended, as the low SNR would
result in packet retransmissions.

Although a small inter-vehicle distance can reduce the
data dissemination latency, as shown in Fig. 5, the small
inter-vehicle distance shortens the reaction time in a braking
response, which can increase the safety risks of PVCPS.
Therefore, the inter-vehicle distance needs to be properly
configured in PVCPS according to the driving safety and
timeliness of the data dissemination.

Fig. 5 indicates that there is a tradeoff between confiden-
tiality and timeliness of data dissemination in PVCPS. While
the secret keys encrypting the vehicular data can improve
the confidentiality, the data dissemination of PVCPS can in-
cur a long delay due to the key generation and distribution.
To speed up the data dissemination, LLCS carries out the
optimal low-latency transmit rate allocation to minimize the
overall data dissemination latency. As shown in Fig. 5, the
dissemination time between two adjacent vehicles, achieved
by the proposed LLCS, is shorter than 0.1 second in the case
of 5 vehicles in a platoon. Therefore, the safety of PVCPS
can be guaranteed with LLCS.

LLCS only requires the first two vehicles in the platoon
to broadcast tokens. The other vehicles estimate the channel
gain between the first two vehicles, and generate the agree-
able secret key in a distributed fashion. The overhead of

token transmission is much lower, as compared to the size
of a data packet. For example, we consider that 20 token
packets are transmitted by the first two vehicles (10 from
each) in one dissemination cycle, and each token has 10 bits
and contains the ID of the vehicle. The total overhead of the
token transmission is 200 bits, much less than a data packet.
Considering a data rate of 250 kbps, the transmission time
of the tokens is just about 0.4 ms at a vehicle. Therefore, the
cost of the token transmission is comparatively negligible.

5.3 Compatibility of LLCS

The LLCS framework generates secret keys for platooning
vehicles based on their radio channel information, e.g, re-
ceived signal strength (RSS). This is because RSS is uni-
versally available for off-the-shelf wireless devices, hence
leading to significant cost savings.

The optimal transmit rate adaptation of LLCS, minimiz-
ing the end-to-end data dissemination latency, is compatible
with the existing or emerging vehicle-to-vehicle communi-
cation standards, such as dedicated short-range communi-
cations (DSRC) or wireless access in vehicular environments
(WAVE). LLCS is also compatible with collision avoidance
mechanisms in the DSRC or WAVE systems. There are possi-
bilities that the transmissions collide between the platooning
vehicles and vehicles outside the platoon. LLCS does not
mitigate these transmission collisions. Nevertheless, LLCS
can incorporate the standard exponential backoff and re-
transmission techniques, and minimize the end-to-end data
dissemination latency with guaranteed BER.

6 CONCLUSIONS AND FUTURE DIRECTIONS

This article presents the CAT of data dissemination in
PVCPS. We study the LLCS framework to preserve confi-
dentiality of the low-latency data dissemination. By quan-
tizing the inter-vehicle channel randomness, LLCS recur-
sively optimizes the channel quantization intervals so that
unanimous secret keys can be cooperatively generated for
secure data delivery. LLCS also utilizes dynamic program-
ming to optimize the transmit rate allocation such that the
data dissemination latency is minimized while guaranteeing
successful data reception at each vehicle.

In the future, the LLCS framework will be extended to
improve the CAT of data dissemination in dynamic driving
scenarios, e.g., making turns, driving on mixed lanes in ur-
ban areas, etc. Guaranteeing the CAT of data dissemination
with different mobility patterns of PVCPS also has to be
considered as part of our future work.
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