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Distributed Low-Power Sensor Networks

Routing Protocol for Low power and Lossy Networks (RPL)
Destination-Oriented Directed Acyclic Graph (DODAG)
One root per DODAG (ID=1 in example)
Nodes choose a rank (root has 0)
« Discover neighbours
 Choose greater rank than neighbours initially
* All nodes with smaller rank become parents
 Nodes can adapt rank during runtime
 When new neighbours enter
e \When parents increase their rank
 Nodes broadcast their rank using DODAG Information Objects (DIOS)

o Send periodically using Tickle Algorithm
« Send on change

 Nodes do not know If their packets reach root

We introduced end-to-end trust to change that

Nodes send sequence numbers with packets

Root records missing sequences

Root embedds a signed record containing those sequences in each DIO
Nodes forward this in their DIOs

A node can eventually find out If its packets reached root @
Malicious parents can be removed/ignored
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Higher-Level Observer in Sensor Networks

 Higher-Level Norm Manager (NM)
e |nside root
 Observer detects situation
e Controller issues norms
o System under Observation and Control (SUOC) represents Sensor Network

situation

 How can root influence the network?

It cannot directly influence nodes
Communication embedded in DIOs
Information cryptographically signed
Enable security measurements Colleetitats
Disable security measurements Jresens
ESHaNgeuSEMERICISISINCIEICST = == ———---—-—--——-—YP - .
Trigger optimisation

e i s s s s s s e s e e i s T e i s i s B s — — — — — — — —

Distribute
norms

 Nodes are autonomous
 They can ignore all of this
However, they may use the information to save energy
Makes network more robust
Can trigger passive sniffing
Additional optimisations possible






